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ABSTRACT

The Departmentf Defense has an annubalidgetof approximately $495 billion.
With such substantial resources being used to fund supplies, services, and weapons systems,
auditability becomes vital to protecting against fraud, waste, and abuse. A hatiiveark
auditable organization is competgrgrsonnel. To defend against and identify procurement
fraud, a competent workforce must include both acquisition personnel and procurement

fraud investigators.

The purposeof this research is to assess the Air Forf#ice of Special
|l nvest i garte noenndts fprraoucdu aofjteenconsratt manmagemdntepobgess
and procurement fraud schemes, as well as evaluate their perceptosviedge in these
areas. This research used an online assessment tool. Results from the assessment indicate
that, depite having a high perceptioof knowledge, procurement fraud agents generally
scored low in eacbf the knowledgébased question categories. Based on the resiulte
analysis, the research presents recommendations andaareather research.
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l. INTRODUCTION

A. BACKGROUND

Each year, the Departmentof Defense (DOD) spends billions of dollars
purchasingservicesand suppliesto executeits mission.Many of theseprocurementsre
conductedthrough governmentcontracts,which, due to the complex nature of the
programs,lack of experienceof the acquisitionworkforce, and inadequateacquisitior
planning and contract support, leave the DOD vulnerable to fraudulent activity
(GovernmentAccountability Office [GAO], 2015;HeadquartersAir Force Office of
SpeciallnvestigationdHQ AFOSI/XRG], 2009). In fact, dueto theseissuesthe DOD
contractmanagemerttasbeenon theG A O #ligh RiskSeriessincel992(GAO, 2015).

For an organizationto protectagainstfraud, it must be auditable. Auditability
meanghereis a documentrail that someonecanfollow to know exactlywhat happene
and why. Auditability enablesthe governmentto maintain an image of i i nt «
accountabilityandt r a n s p lay ereployingaompetenpeople,implementingcapabls
processesand instituting effective internal controls (Rendon& Rendon,2015,p 1). In
the contextof DOD acquisition,the phrasefi ¢ 0 mp p & e pnieansthe contracting
workforce is knowledgeablan contracting.Competentpeoplealso include thosewho
investigate procurementfraud. When fraudulent activity is discoveredor suspecte
within the Air Force, allegationsare reportedto the Air Force Office of Special

InvestigationgAFOSI) for investigation.

Established in 1948, AFO® afederallaw enforcemenandinvestigativeagenc
for the Departmenbf the Air Force(Hagerty,2008) In this capacity,A F O S migs®nis
tofi i d e mxploitfagd,neutralizecriminal, terrorist and intelligencethreatsto the Air
Force, Departmentof Defenseand U.S. Go v e r n (A rrdrag Office of Specia
Investigations|[AFOSI] Public Affairs Office, 2011). AFOSI has approximately2,30C
federallycredentialedpecialagentso executdats mission,with a portion of its resource:

dedicatedo investigatingorocurementraud (AFOSI Public Affairs Office, 2011).
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As procurementvithin the DOD cameunderscrutinyfor fraud, waste,andabuse
AFOSI createdthe Office of Procuremenfraud, where specialagentshave a specific
mission to detectand investigate procurementfraud within the Air Force (C. King,
personalcommunicationJuly 1, 2015). For this reason, AFOSI trains all agentson the
fundamentalaspectsof procurementiraud schemes.There is also advancedtraining
available for agentswho specializein procurementfraud investigations.This training
coversinvestigative techniquesand an analysisof procurementfraud indicators, anc
takesan in-depthlook at various procurementraud schemecasestudies.Although the
additional training is not mandatoryfor agents,it is highly encouragedby AFOSI
leadership (C. King, personal communication,July 1, 2015). By broadeningthe
knowledge basefor AFOSI special agentswith regardto the contract managemel
processand their relationshipto procurementfraud schemes AFOSI will be better

posturedo identifyfraudearlierin thecontractmanagemenprocess.

B. PURPOSEOF RESEARCH

The purposeof this researchis to assessA F O S procsrementfraud a g e
knowledgeof the contractmanagemenprocessand procuremenfraud schemesaswell
asto evaluateheir perceptiorof knowledgein theseareas Resultsfrom the analysismay
be utilized to identify areasfor improvementas well asto make recommendation$o
enhanceA F O S frafnisg curriculum,which may improve agenttraining on the contrac
managemenprocessand procuremenfraud schemesA greaterevel of knowledgemay
alsofoster strongerrelationshipswith contractingagenciesand improve the capabilities

andefficienciesof theinvestigative process.

C. RESEARCH QUESTIONS

Theresearchyuestiondor thisresearchincludethefollowing:

1. WhatareAFOSIprocuremenfrauda g e nt s 60 |evelsoithe
phase®f thecontractmanagemerprocess?

2. WhatareAFOSIprocuremenfrauda g e nt s 6 |kvelsofwv |
contractingasrelatedto procuremenfraudschemes?
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3. WhatareAFOSIprocuremenfrauda ge nt s 6 p ¢heirc e p
knowledgeof the contracmanagemerrocessandprocuremenfraud
schemes?

D. BENEFITS AND LIMITATIONS

This researchassessethe contractmanagemenprocessand procurementraud
knowledgelevels of A F O S précarementfraud agentsand may identify areasfor
improvementto the currentAFOSI economiccrimestraining curriculum. This researc
may assist AFOSI leadershipin identifying future areas of training emphasisfor
procurementraud investigators With bettertraining, AFOSI agentswill be in a bettel
positionto analyzegovernmentontractsandidentify andinvestigateprocurementraud

schemes.

This researchalsoled to the developmenbf anassessmertbol to testthe level of
knowledgeamongAFOSI procuremenfraud agentson the contractmanagemenproces
and procuremenfraud schemesThis researchool may be refined and usedfor further

researclwithin otherinvestigative servicelsoth insideandoutside theDOD.

Limitations to this researchincludethe validity of the surveyinstrumentusedas
an assessmertbol, the samplesize of individuals that completedthe survey, and the
deploymentmethodof the assessmertbol. Informationto developthe assessmertbol
was taken from the Federal Acquisition Regulation (FAR), National Contrac
Managementssociation(NCMA) certification study guides,andther e s e a rown
experiences.Another limitation is that the survey contained a limited number of
guestionger contractmanagemenprocessand procuremenfraud schemesThe numbe
of questionsaskedmay not be enoughto accuratelydeterminea g e kriowld€rgelevels

of contractmanagementrocessandprocurementraudschemes.

Yet anotherlimitation to this researchs the potentialfor surveyparticipantsto
receiveassistancéom outsidesourcedecausehe agentsverenot monitoredduringthe
assessmenOther limitations include agentswho failed to completethe surveyor who
answeredjuestionswithout giving seriousthoughtto their answerge.g.,rushedthrougt
the survey or selectedandom answers).This could causethe results and statistica

analysiso becomeskewed.
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E. METHODOLOGY

The foundation of this researchis a comprehensivditerature review on the
contractmanagemenprocessand major procurementfraud schemeslin addition, this
researchpresentsa backgroundon AFOSI, which includes details on the training
requirementsfor special agentsas well as advancedtraining available for agent:
investigating procurement fraud. To gain an adequate understandingof AFOSI
procuremenfraud training, both basicand advancedcoursematerialwas reviewed.This
information was also usedto assistin the developmentof a surveyinstrument,which
servedasthe assessmertbol to collect primarydatafor this researchAFOSI leadershij
grantedpermissionto surveyall currentagentsassignedo procuremenfraud units. The
appropriatelnstitutional Review Board (IRB) procedureswere followed. Agents who
participatedn this researctiook the surveyonline at their workstationsand within their

own scheduleconstraints.

In addition to AFOSI courseinformation, survey questionswere derived from
previouslydevelopedandemployedsurveysthe FAR, NCMA certificationstudyguides
aswell asther e s e a ownlexperisnéesnd expertise.The questionshavediffering
levelsof difficulty andfocuson areasunfamiliarto AFOSI agents.The surveyquestion
were analyzedby subjectmatter expertsfor readability, understandabilityand clarity.
The surveywas deployedusing LimeSurveyand was availablefor approximatelyfive
weeks. The survey assessedFOSI a g e rkmowlédgeof the contractmanagemel
processas well as procurementfraud schemeswithin the phasesof the contrac
managemenprocessThe surveyalsoincludedquestiondo assess g e pdrcepgiionof
their knowledgein theseareas.Surveyresultswere analyzedusing descriptivestatistics

andusedto identifyareasof improvemenfor AFOSItraining.

F. ORGANIZATION OF REPORT

This researcltpapercontainssix chaptersChapterl servesasanintroductionanc
providesa generaloverviewof theresearchChapterll is aliteraturereview detailingthe
DOD procuremenenvironmentthe needfor auditability,anda discussiorof the contract

managemenprocessand procuremenfraud schemesChapterlll outlinesthe history of
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AFOSI and providesa synopsisof the training requiredas well as additional optiona
training availablefor AFOSI agentsassignedo units primarily focusedon investigating
procurementraud. ChapterlV presentgshe methodologysedto developanddeploythe
assessmertbol and collect data,as well as describehow the responsesvere analyze«
using descriptivestatistics.ChapterV discusseghe resultsof the survey, providesan
analysisof the results,and providesrecommendationsn how to improve training for
agentsassignedto units within the AFOSI Office of ProcurementFraud. ChapterVI
provides a summaryand conclusionof the researchand identifies areasfor further

research.

G. SUMMARY

This chapter introduced the research, the benefits and limitations, the
methodologyusedto collectandanalyzethe data,andthe organizatiorof this report. The
purposeof this researchis to assesA F O S précarementraud a g e rkrnowlédgeof
the contractmanagemenprocessand procurementraud schemesaswell asto evaluatt
their perceptionof knowledgein theseareas.The next chapter,Chapterll, comprisesa
literaturereview of the needfor auditability, contractmanagemernprocessandthe major

procurementraudschemes.

Acquisition Research Program
Graduate School of Business & Public Policy -5-
Naval Postgraduate School




THIS PAGEINTENTIONALLY LEFT BLANK

Acquisition Research Program
Graduate School of Business & Public Policy
Naval Postgraduate School




Il. LITERATURE REVIEW

A. INTRODUCTION

Chapterll summarizesthe literature on the contractmanagemenprocessanc
procuremenfraud schemesThis chapterdrawsheavily from researchhy Chang(2013’
on the Ar myNMission Installation Contracting Command (MICC). Chang assesse
contractingp e r s o knowlddge®f procurementfraud schemesas related to the
contractmanagemenprocessand internal controls. The purposeof this researchis to
assesshe Air ForceOffice of Speciallnvestigatiods (AFOSI) procuremenfrauda g e
knowledgeof the contractmanagemenprocessand procurementraud schemesaswell

asto evaluatetheir perceptiorof knowledgen theseareas.

This chapter presentsa brief synopsisof the Departmentof Defense(DOD)
procuremenfraud environmentwhich includesa generaldiscussionof the auditability
triangle.A detaileddescriptionof the contractmanagemenprocesss alsopresentedThe
major procurementfraud schemesthat are common in federal contracting are alsc
discussed.Finally, this chapterdiscusseshe fi ¢ 0 mp @ & @ pdoreponentof the

auditabilitytriangle,which is thefocusof thisresearch.

B. PROCUREMENT FRAUD ENVIRONMENT

In 2014, the Departmentof the Navy becameengulfedin one of the larges
bribery and conspiracycasesin recenthistory. The chief executiveofficer (CEO) of
Glenn Defense Marine Asia (GDMA), Leonard Glenn Francis, a former defens:
contractorknown as i F & te 0 n awagichadgedwith defraudingthe governmentof
millions of dollars during the execution of ship husbandingservicesthroughoutthe
Southeasfsia areaof responsibility(AOR) (Adams,2015). Severalhigh-ranking Navy
officials pleadedguilty to chargesof bribery and conspiracyfor releasingconfidentia
informationto Fat Leonardin returnfor variousbribesand kickbacks.As of Decembe
2015,the casewasstill ongoing.Casessuchasthis highlightthe D O D &eedfor strong

fraud preventionmeasures.
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The DOD budgets approximately$495 billion annually due to an increase
reliance on contractedsuppliesand servicesto executeits mission both at home anc
abroad (GAO, 2015). This increaseduse of contracting has createda demand for
auditability in government operations. As Rendon and Rendon (2015) found,
A audi tisanbaletl by prgcurementagencieso ensurethe integrity, accountability
and transparencyof its procurementprogramsandis ano r g a n i Zirattline wf
defensein the battle againstprocurementf r a (pd3) The three componentsof the
auditability triangle are effective internal controls, capableprocessesand competer
people(Rendon& Rendon,2015).If anorganizationacksin oneof theseareasjt may

becomevulnerableto fraud.

The first componentof the auditability triangle is effective internal controls
Effective internal controls consist of five components:ii ¢ 0 n &nwiroriment, risk
assessmentgcontrol activates, information and communicationsand monitoring. The
objectivesof thesefive componentsrefor the organizatiorto achieved e f ifemessanc
efficiencyof operationsreliability of financial reporting,andcompliancewith applicable
lawsandr e g u | a(Chiang,B0430p015; GeneralAccountingOffice, 1999).The GAO
(2014) updatedits report on Standardsfor Internal Controls and found that effective
internal controls safeguardthe contract managemenprocessand reducethe risk of

procurementraud.

The Associationof Certified FraudExaminerg ACFE) wasfoundedin 1988with
theintentionof i r e d uheincidaenceof fraudandwhite-collarc r i (AEKE, 2014,p.
1). The ACFE estimatedhatii t y porganadtiondose5 percentof revenuesachyeal
tof r a(@@FE,2014,p. 4). The DODis no exceptionandis vulnerableto fraud, waste
andabuseT a n(20&3)researctanalyzed®0 fraud casefrom GAO andDODIG reports
and found that weaknesses internal controlswithin the contractmanagemenproces
led to fraud incidents,including incidentsin the Air Force.The GAO placedtheD O D
contractmanagemenbn its High Risk Seriesin 1992 due to weaknesse# five key
areas:fl s u s t senionleadership,capable acquisition workforce, adequatepricing,
appropriatecontractingapproachesnd techniquesand sufficient contracts ur v e |
(GAO, 2006, p. 2). The GAO (2015) postedan updateto its Reportto Congressiona
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Committee®n High-RiskSeriesin February2015,stating thathe DOD haspartially met
thecriteria ineachof theseareasHowever,the DOD remainson the high-risk list for the
areasthat must still be improved. Furthermore,DODIG continuesto identify fraud

indicatorsin variousphases of theontractmanagementrocesyDODIG, 2015).

The secondcomponentof the auditability triangle requiresa capablecontrac
managemenprocess.Theseprocessesare in place to make sure that the governmer
provides companiesa fair opportunityto be awardeda contractand ensurethat the
t a x p anomeyissnanagegroperly. The nextsectioncoversthe contractmanagemen

process.

C. CONTRACT MANAGEMENT PROCESS

Contract managementconsists of both the buying (government)and selling
(contractor)entities and involves specific roles and responsibilitiespertainingto each
Theinteractionbetweertheseentitiesto obtainsuppliesandservicess controlledby the
contract managementprocess. This section defines the phasesof the contrac
managemenprocessrom theb u y epergpactiveThis includesprocuremenplanning
solicitation planning,solicitation, sourceselection,contractadministration,and contract
closeout(Rendon& Snider,2008).

1. Procurement Planning

Procuremenplanninginvolvesii t precessof identifying which businesseed:
canbe bestmet by procuringproductsor servicesoutsidetheo r g a n i (Renton&
Snider,2008, pp. 165 166). The FederalAcquisition Regulation(FAR) (2015) require:
eachagencyto perform acquisitionstrategyplanning. The agencydetermineswhethe
procurements the right option, how to obtain the supply or service,what supply or
serviceto buy, the quantitiesto buy, andthe right time to procure.Someof the critical
stepsinvolved in procurementplanninginclude i d e f ithe requigement(supply or
serviceto procure)in a statementof work (SOW), and performancework statemer
(PWS);andconductingmarketr e s e éRercddn& Snider,2008, p. 166). Thesesteps

arecovered indetailin thefollowing subsections.
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a. Defining the Requirement

The most important part of procurementplanningis defining the requirement
Contractingofficers work with governmentcustomersto determinewhat exactly the
governmentneedsto executethe mission. According to Cibinic, Nash, and Yukins
(2011), agenciesmust describethe g o v e r n meeds in terms of the following:
A f u n csothabarwvariety of productsor servicesmay qualify; performancejncluding
specifications of the range of acceptablecharacteristicsor minimum acceptable

standardsprdesignr e qu i r @B&nt s 0

During requirementsdefinition, it is critical that requirementsownersidentify
how the requirementvas obtainedor fulfilled in the pastand how long the requiremer
will be needed (Chang, 2013). Furthermore, some additional areas that must be
consideredinclude whether the organization will perform the function internally,
externally, or both. This is referredto asthe makeor i b wye ¢ i gCGhang,2013)
Finally, if the organizationdetermineghatthe requiremenshouldbe fulfilled externally
requirementsowners should identify if the requirementcan be fulfilled by anothe
governmentorganizationor if they will have to executea contract with a private
contractor(Chang, 2013). Answering thesequestionswill focus the acquisitionteam

towardsthe bestmethodfor contracting ananovetherequirementhroughthe process.

b. ConductingMarket Researct

Oncethe agencyhasdefinedits requirementmarketresearchmustbe conducte
to determinethe way forward. The FAR defines marketresearchasii c o | | @&nc
analyzing informatioraboutcapabilitieswithin the marketto satisfyagencyn e e (FAR
2.101,2015). The extentto which marketresearchs conducteddependdargely on the
following factors:intricacy of the requirementurgency,and anticipateddollar value of
the requirement.Methods of market researchinclude reviewing catalog prices, anc
comparingpreviousacquisitionhistory (FAR 15.201).In addition, marketresearchalsc
includes conducting pre-solicitation conferenceswith potential bidders, issuing draft
solicitations with draft SOW (covered in the next section), issuing requestsfor

informationon the governmenpoint of entry,andissuinga sourcessoughtsynopsisgtc.
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(FAR 15.201).Market researchalso revealswhethercommercialor nondevelopmente
items could fulfill theg o v e r n macuireméntsnd whetherthere are large or small

businessethatcanperform thework or supplytheitems(FAR 10.001).

C. DevelopingRequirementdocuments

Once the agency has defined the requirementadequately,the information is
capturedon documentghat will becomepart of the solicitation packageuponwhich the
industrywill bid. The type of documentdescribingthe a g e n gegdissuedto vendor:
will dependon the complexityand associatedisk. Rendonand Snider(2008)identified
governmentspecifications, statementsof objectives (SOOs), SOWSs, and PWSs as
requirementsdocuments.The following is a list of various types of requirement:
documentssstatedn thesourcesndicated:

Specificationsdescribesthe technical requirementsfor items, materials

andservices,ncluding the proceduresy which it will be determinedhe

requirementhavebeenmet. Specificationscan be designor performanc
specificationfRendon& Snider,2008, p, 167).

Statemenif Objectives(SOO) outlines required performanceobjective:
and is usedto give the contractor maximum flexibility to meet the
requiremen{FAR 2.101).

Statemenbf Work (SOW) providesall nonspecificatiorrequirementgor
c o nt r affortseitheddirectly or with useof specificcited document
(Rendon& Snider,2008,p, 167).

PerformanceWork Statement(PWS) meansa statementof work for
performanceébasedacquisitionshat describeshe requiredresultsin clear
specific andbjectiveterms withmeasurableutcomegFAR 2.101).

Procuremenplanningsetsthe stagefor therestof the acquisitionprocessThis phasecar
be quite lengthy and if A grocurementis not well planned;it canlead to numerou
problemsthat wastethe time and funds of the governmentando f f e (Cibinicsebal.,
2011, p.279).
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2. Solicitation Planning

Solicitation planning involves compiling documentsfor the solicitation. During
this phase,the procurementeam determinesthe appropriateprocurementmethodanc
contracttype, developsthe solicitation document,developsproposalevaluationcriteria,
structurescontracttermsand conditions,andfinalizes requirementglocumentgRendon
& Snider,2008).

a. ProcurementMethods

In federalcontracting specificdollar thresholdsleterminethe proceduresisedin
awardingcontracts Micro-purchasdransactionglessthan$3,500)aretypically handled
by delegatedcardholdersusing the Governmentwide PurchaseCard (GPC) (FAR
13.003; 13.201). Simplified acquisition procedures(SAP) are designec to streamline
purchasesbetween $3,500 and $150,000 (FAR 13.003). SAP may be used for
commercialitems up to $7 million. In times of emergencyor contingenciesthese
thresholdsnayberaised(FAR 13.5).

Thetwo primary procurementnethodsprescribedy the FAR aresealedbidding
and contractingby negotiationsfor any acquisitionanticipatedto exceed$150,000.Any
contractactionthatdoesnot usesealedviddingis considereda negotiateccontract.Undet
FAR Part 14, sealedbidding is explainedas fi amethod of contractingthat employs
competitivebids, public openingof bids,anda w a r (BARd4.101).As Hearn(2011)
observedsealed bidding should hesedwhen

there is a complete, detailed and realistic specification or purchas

description;therearetwo or moresuppliersavailable,willing, andableto

compete effectively for the g o v e r n imesinessdsslection of the
successfubiddercanbe made without discussion®f the bid, on the basis

of price or price-relatedfactorsalone;enoughtime is availableto prepart

a completestatementof the g o v e r n needs;andl e terms undel

which it will do business(i.e., the solicitation) and to permit bid

submission andvaluation(Hearn,2011,p. 61).

Contractingoy negotiationsunderFAR Part15 allows thegovernmento conside
factorsotherthanprice to achievebestvalue. The contractingofficer will chooseone of

thesemethods ona best value continuum basedon the complexity and risk of the
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acquisition. Lowest Price Technically Acceptable (LPTA) is utilized when the
requirementsare clearly defined,and price is the mostimportantfactor (Chang,2013)
The governmentmay also considerusing tradeoffswhen quality and past performanc
are more important. Regardlessof the procurementmethod, the governmenthas a

preferencdor full andopencompetition.

An integral part of the selectionof the procuremenimethodis this preferencdor
full and opencompetition.The Competitionin ContractingAct of 1984 (CICA) directs
governmenigenciefo competerequirementgo the maximumextentpracticable(FAR
6.101). Competitionencouragesnnovation, unigue solutions,and the bestprices. The
FAR doesallow sevenexceptiondor the governmento restrictcompetitionif it is in the
bestinterestto do so. The exceptionsare only one responsiblesource,unusualanc
compelling urgency, industrial mobilization, international agreementsauthorized or
requiredby statute jnterestof nationalsecurity,or in thep u b | bestinferest(10U.S.C.
§ 2304, 2007; 41 U.S.B.3304, 2012FAR 6.302).

b. Contract Typeand Structure

In federalprocurementpricing arrangementsan be categorizednto two broac
categories:costreimbursementcontracts where the contractor is reimbursedfor all
allowable, allocable, and reasonable costs and fixed-price contracts where the
governmentpays a specific price in the executionof the requirementgCibinic et al.,
2011). The rangeof contractsgives the governmentflexibility in meetingthe mission

while providingfair compensatiomo contractordor thework performed.

FAR 16.101 outlines the severalfactors that must be takeninto consideratio
when determiningthe appropriatecontracttype for a given procurement.The primary
factorto consideris risk. Fixed-price contractsshouldbe usedwhenrequirementsanbe
clearlydefinedandcostscanbe easilymanagedFrom theperspectiveof thegovernmen
fixed-price contractsare the leastrisky becausdhe contractorwill only be paid for the
negotiatedamount for completedand delivered work (Cibinic et al., 2011). Cost
reimbursementontractsare the riskiest contracttype to the governmentbecausethe

governmentwill ultimately pay the contractorfor all allowable costs, regardlessof
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whetheror notthec o nt r a&cstsescedithe negotiatedestimates.The governmer
prefersthe use of fixed-price contractsbecauset is only responsiblefor paying a sef
price, regardles®f whetheror not the contractoroverrunsthe costestimate Fixed-price

contractplacethe majorityof therisk on thecontractor.

Dependingon the type of costreimbursementontract,the governmentwill alsc
pay an associatedee basedon a percentagef the estimatedcost. Costplus fixed fee
(CPFF)contractshave statutorylimits on the amountof fee a contractorcanreceive(6
percentfor architectureand engineering,15 percentfor researchand development,10
percentfor all others)(10 U.S.C. § 2306(d), 2014; 41 U.S.C. § 3905, 2014; & FAR
15.404).Once the target cost and fee percentageare agreedto, the fee percentagas
incorporatedas a fixed dollar amount.Incentive contracts either costreimbursemenor
fixed-price, offer contractorsa higheror lower percentagdéee basedon performanceanc
delivery time (Chang,2013). A fee adjustmentformula is applied at the end of the

contractbased on the actual costurredthat isallowableunderthe contract.

In addition to contract types, the governmentalso uses different contrac
instrumentsthat incorporateboth fixed-price and costtype contracts.Sometimesit is
difficult for the governmentto adequatelyestimatethe exactquantities,delivery times
and/or period of performance.ln those instances,the governmentutilizes indefinite
delivery indefinite quantity (IDIQ) contractsor blanket purchaseagreementgBPAS),

therebyprovidingflexibility to meet fluctuatinggovernmentiemands.

C. ProposalEvaluation Criteria

Developmentof proposalevaluation criteria is a critical part of the contrac
managemenprocessThis criterionis explicitly statedin the solicitationanddescribego
the offerors what makesa proposalmost advantageouso the governmentFAR 15.30¢
prescribesthe two primary categoriesthe governmentshould evaluateduring source
selection:price or costandthe quality of the productor service.Furthermoreaccording
to FAR 15.304(c)(3)(i),unlessthe contractingofficer providesadequatedocumentatior
pastperformanceshall be evaluatedn all procurementsbovethe simplified acquisition
threshold(SAT).
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Thedepthof analyseswill dependon the natureof the procurementhowever the
contracting officer must determine whether the proposedprice or cost is fair anc
reasonableCostor priceis not alwaysthe mostimportantfactor whenselectingthe right
contractor;however,senior DOD acquisitionleaderscontinueto demandaffordability
from contractorsandrein in the perceivedout-of-control wastefulspending.The Undetr
Secretaryof Defensefor Acquisition, Technology,and Logistics (USD[AT&L]), Frank
Kendall, issuedthe Better Buying Power 3.0 White Paper, dated Septemberl9, 2014
This third iteration of Better Buying Power continuesthe precedenceof setting anc
enforcingaffordability constraintsas well as selectingthe appropriatecontracttype for
the procurement.One way to ensurethe governmentmeets affordability goals is to
developstrong evaluationcriteria and to selectthe appropriatecontracttype basedon

conductinghoroughmarketresearctandadequateisk assessments.

The evaluation criteria will gauge whether a proposedoffer can fulfill the
g 0 v e r n mnequiteméns.As previously mentioned,the governmentmay use any
procurementnethodunderthe bestvalue continuum.If the governmenutilizesanLPTA
sourceselectionmethod,thenthe contractwill be awardedo the offeror whoseproposa
is the lowest pricedthat is deemedechnicallyacceptablelf the governmentthoosego
evaluateproposals undea tradeoff,then,accordingto FAR 15.101(a)(2),the solicitatior
must statewhetherfi a évaluationfactorsotherthan costor price, when combined,are
significantlymoreimportantthan,approximatelyequalto, or significantly lessimportant

thancostorpr i ce. O

3. Solicitation

The solicitation phaseconsistsof formally postingtheg o v e r n reqiiremney
on the governmenpoint of entry (an electronicwebsite)for industryto submitproposal
thatcansatisfytheg o v e r nmeedsRridr ® solicitationreleasethe governmentnay
hold a pre-solicitation conferencewith potential offerors to receivefeedbackor clarify
draft requirementsilocumentsThe next sectioncoversthe pre-proposalconferenceand

advertising requirements.
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a. Pre-ProposalConference

Preproposalconferencegsometimescalled industry days) can be a valuable
practiceto ensureall parties clearly understandthe requirementand reduceproblem:
duringthe sourceselectionandfuture contractadministration Early engagemerandfree
flow of informationis highly encouragedinder FAR 15.201and Better Buying Power
3.0. Offerorswill often havespecific questionsthat they do not wish to askin front of
their competitorsitherefore,offerors should be given oneon-one time. The governmer
shouldbe carefulnot to violate the Procurementntegrity Act, which prohibitsgiving an
offeror an unfair competitive advantage(41 U.S.C. § 423, 1994; FAR 3.104). All
guestiongeceivedfrom offerorsshouldbe consolidatedgeneralizedand sharedwith all

potentialofferors.

b. AdvertisingRequirement:

FAR Part5 governsthe processof postingall federalcontractactions.Contrac
actionsvaluedgreaterthan$25,000mustbe advertisedbn the governmenpoint of entry
(GPE) website unlessan exceptionunder FAR 5.202 exists. The GPE is where the
governmenipostsrequestdor information (RFIs), sourcessoughtsynopsesrequestgor
guotes(RFQs), and requestsfor proposals(RFPs). Plannedcontractactions betweer
$15,000and$25,000may be advertisedvia alternativemeansncluding phonecalls, paid
advertisementsand distributing handouts(FAR 5.101). Agenciesadvertisegovernmer
requirementsn order to provide a fair opportunityto potential offerors to fulfill the
requirementand maximize competition to obtain the best solutions and pricing.
Contractingofficers are requiredto post notices of contractactions15 days prior to

executionandallow a minimum of 30daysfor aresponsgime.

4. Source Selectiol

Sourceselectionis the formal procesof selectingtherighto f f e prapaosditisal
can bestfulfill theg o v e r n meedih &csordancavith the termsand conditions
outlinedin the requestfor proposal/solicitationDuring this phase the governmenwill

conductformal communicationswith the offerors with the intent of understandingnd
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improving the proposals.The areascoveredin this section are the source selectior

organizationgvaluationof proposalsandformal communicatiorwith offerors.

a. Source Selectio®rganization

The sourceselectionorganizationencompassethe Source Selection Authority
(SSA), SourceSelectionEvaluationBoard (SSEB), SourceSelectionAdvisory Council
(SSAC), and other advisors(Chang,2013; OUSD[AT&L], 2011). The Departmentof
DefenseSourceSelectionProcedureshandbookoutlinesthe rolesand responsibilitiesof
the aforementionearganizationsFor actionsup to $100million, the contractingofficer
is the SSA unlessthe agencyheador designeeappointsanotherindividual. The SSAis
responsiblefor protecting the integrity of the processn accordancewith all of the
applicablestatutes.The SSEBis composedof individuals from different disciplinesto
evaluateproposalsagainstthe evaluationfactorsoutlinedin the RFP.The SSACreviews
the S S E Bedatuationand provides a recommendatiorio the SSA. Non-governmer
advisoryand assistanceontractorsmay serveon an SSEB; however,evaluationof an
o f f e pastipdrfermanceis an inherently governmentalfunction and may not be
performed by nongovernmentalpersonnel (FAR 7.5; OUSD[AT&L], 2011). The
contracting officelis chargedwith ensuringthe evaluationis followed in accordanceavith
the RFP and all applicable statutesand regulationsand acts as the overall busines:
advisorthroughouthe process.

b. Evaluation of Proposals

TheSSEBevaluatesano f f e tecbhnicélpoposalagainstthe evaluationcriteria,
which consistsof factors and subfactorsidentified in the RFP. As statedin FAR
15.305(a),i E v a | unaay be oonduictedusing any rating methodor combinationof
methodsincluding color or adjectivalratings,numericalweights,and ordinalr a n k i
The SSEBmaynot rankthe proposalor comparegoroposalsagainsteachother unlesshe
SSArequestghe SSEBto provide a recommendationFurthermorethe SSEBmay not
evaluateproposalsagainstfactors and subfactorsnot explicitly statedin the RFP. The
SSA has the primary responsibility of selecting the awardee based on the
recommendationof the SSAC (if applicable). The SSAis not bound by the
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recommendationsf the SSEBor SSAC; therefore,it can choosea different offeror as

long asthedecisionis documentecndjustifiable (Cibinic etal., 2011).

C. Communicationswith Offerors

Onceproposalsarereceived,exchangesvith offerorsbecomerestrictedto two
types of communication clarifications and discussions/negotiatior FAR
15.306(a)(1)statesthat clarifications are limited exchangeswith offerors when the
governmenintendsto awardthe contractwithout discussionsClarificationsmay take
placeto help the governmentunderstancano f f e praposéla correctminor error
that are clerical in nature (FAR 15.306(a)). The contractor may not revise the
technicalproposalor price underclarifications.Discussionr negotiationgake place
whenthereare major areasof weaknesor deficienciesthat mustbe addressedlf the
governmentdecidesto conductdiscussionswith an offeror, then all offerors within
the competitive range are entitled to discussionsand may revise their proposal:
accordinglyto documentthe negotiatedchangesThe competitiverangeis definedas
A t haegeof proposalghatareidentified asthe mosthighly rated,unlesstherangeis
reducel for purposefe f f i c (FARMSE.306).

5. Contract Administration

Contractadministrationtakes place after the award of the contract. This phast
entailsmonitoringthec o n t r aerfarmanc@rsaccordancevith the SOW, modifying
the contractas necessaryand providing paymentto the contractorupon delivery of the
goodsor serviceyChang,2013).

a. Monitoring and Measuring Performance

Oncethe contracthasbeenawardedthe governmenmusteffectively monitor the
c o nt r perfarmanceyerifyingthec o nt r avark resultéreetthe cost,schedule
and performancecriterion agreedto in the contract(Rendon& Snider, 2008). If the
contractis for a supply item, then monitoring and measuringperformanceentails
inspectingtheitem upondeliveryandverifying it meetsthe contractstandardgor quality
and timely delivery. Service contractsrequire more in-depth monitoring. This can be
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accomplishedthrough the use of administrative contracting officers (ACOs) anc
contractingofficer representative4CORs) to documentthe c o nt r PperformancE
Measuringperformanceoften requiresquantifiable datato supportclaims about work
performed.One suchtool EarnedValue Managemen{EVM), the practiceof measurin
actual performanceover the lifetime of the contract againstan integrated baseline
(Rendon & Snider, 2008). EVM servesas an early warning tool that can prevent

problemsbeforeit is toolate.

b. ContractModifications

Despiteall the bestefforts to clearly statethe requirementscommunicatewith
industry,and conductmarketresearchmany contractsrequirechangesafter the contrac
is awardeddue to differencesin interpretationand shifting governmentmissions.The
FAR allowsthe contractto be modified asnecessaryo ensuretheg o v e r n mmssion
is accomplishedhowever therearelimits to utilizing variouschange<slausesFirst, the
proposedchangeto the contractmust be consideredwithin the scopeof the contract
otherwise,the requirementwould needto be a new procurementThereis no official
definition of whatis i wi ts ttio mpfa contract;however,scopeis generallydefinedas
anything that was originally contemplatedat the time of the award or reasonabl
expectedwithin the type of work (Chang,2013). Therearetwo typesof modifications
unilateral,which do not requirethe contractorto agreeto the changebeforeperforming
the newwork; andbilateral,which do requirethe contractorto agreeto the changebefore
executingthe newwork (FAR 43.103).In both instancesthe contractoris entitledto an

equitableadjustment.

C. Paymentand Invoices

As K e n d avhite papgerstated fprofit is the reasorthatthe firms we rely upon
e X i (OWSD[ATE&L], 2014,p. 4). Contractorsshouldbe paid for work performedin a
timely manner.Somecontractsonly requirea single paymentat the end of the contract
while othershaverecurringinvoices.Before a contractingofficer approveshe invoice,

the officer mustdeterminethat the work was performedsatisfactorilyandthat the costs
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are allowableunderthe termsof the contract.The FAR also allows progresspayments
underfixed-price contracts foup to 80percentof the costsincurred(FAR 32.5011).

6. Contract Closeout/ Termination

Thereare threeways a contractcan end: successfutompletion,terminationfor
convenienceor terminationfor default/caus€Rendon& Snider,2008). This is the final
phaseof the contractmanagemenprocess.The following sectionsdescribecontract

closeoutandterminationandthe proceduresnvolved.

a. Closeou

Contract closeoutis the administrativeprocessof ensuringthe g ov er n
needshavebeenfulfilled in accordancevith the contractandthe contractorhasreceivec
the final paymentupon completion. Contractcloseoutproceduresnvolve handlingthe
dispositionof governmenfurnishedproperty,final acceptancef goodsor servicesfinal
paymentto the contractor,and documentingthe c o nt r dimak pastp@rformanc
report. The contractis consideredphysically completedwhen the contractingofficer
issueghe contractora written noticeof completecontracttermination(Rendon& Snider
2008; FAR 4.8044). In accordancewith agencyrequirementdor record managemer

andFAR 4.805,contractfiles must beretainedor up to sixyearsin casedisputes arise.

b. Terminations

The governmentnay unilaterallyterminateany contractbeforecompletionif it is
in the bestinterestto do so (FAR 2.101).Somereasonghe governmenmay terminatea
contract for convenienceare changesin the or g a n i zmassidan,obndgeds, or
technology.Under a terminationfor conveniencethe contractorreceivespaymentfor
completedwork, deliveries made, and any allowable costsincurred. Terminationsfor
convenience do not negatively affect a ¢ o nt r apadt @erfdreance rating.
Terminationsfor default(terminationfor causef it is acommercialcontract)areutilized
when a contractoris in violation of the terms and conditionsand fails to correctthe
deficiencies.Terminationsfor default have negativeimpactson future contractswhere

past performanceis evaluated.The governmentis not obligatedto pay for work in
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progresor work deemedinacceptablen aterminationfor default,but the governments

requiredto payfor work in progressn aterminationfor convenience.

7. ProcessCapability

The contractmanagemenprocesss in placeto ensurethe governmentprovides
fair opportunityto businesseghat wish to provide the governmentwith suppliesor
services. According to the auditability principles, the contract managementproces:
should be institutionalized, monitored, and improved (Rendon & Rendon, 2015)
Accordingto R e n d cConfract ManagementMaturity Model (CMMM), the D O D
processemaynot beasmatureastheyshouldbe (2008). The CMMM is ail v i $oal
help public procurementorganizations assessthe major steps which they musl
accomplishwhenprocuringsupplies servicespor integrateds o | u t(Reodors2@08,p.
205). The CMMM wasapplied to thedir F o r Spabesandissile Center(SMC) at Los
AngelesAir ForceBaseandto Navy contractingagenciesand other defenseagencie
(Rendon, 2008; Rendon,2015). Generally, basedon assessmentssing the CMMM,
process capability is higher for the pre-award phasesof procurement planning
solicitation planning, solicitation, and source selectionand lower for the postaward

phase®f contractadministratiorandcontractcloseoutRendon2015).

If the D O D @antractmanagemenprocesss not capable the governmentacks
auditability, and therefore,becomesvulnerableto procuremenfraud schemegRendon
2015). The next sectioncoversthe procuremenfraud schemeshat are integratedwith

theco ntractmanagemenrocess.

D. PROCUREMENT FRAUD SCHEMES

Instancef procurementraud, suchasthe GlennDefenseMarine Asia (GDMA)
casementionedpreviously,happerfar too often. The majorprocurementraud categorie
commonin federalcontractinginclude the following: collusion, conflict of interest,bid-
rigging, billing/cost/pricingschemesfraudulentpurchasesandfraudulentrepresentatiol
GDMA utilized all of these procurementfraud categories.These categoriescan be
subdividedfurther into specific schemeswhich are coveredin detail in the following

subsections.
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1. Collusion

The DODIG definescollusionasii a agreemenbetweentwo or more peopleto
participatein illegal activity for p r o (DODI®, 2015).Collusion,in the presentcontext
involves schemedetweenindustry and governmenifficials to bypassthe procuremer
standardsetforth by the FAR and other policies, guidanceand proceduresAccording
to the General ServicesAdministration Office of the Inspector General (GSA OIG),
collusion can occur when competitorsset minimum prices that they agreenot to sell
below a specificthreshold,set pricesthey will charge,or reduceor eliminatediscount:
(GSA OIG, 2012). Collusion reducescompetition and can be difficult to identify,

especiallywhenthereareno written documentgo investigate.

Specific fraud schemesunder collusion include bribery, kickbacks, and split
purchases.The ACFE defines bribery as i o f f egivingn geceiving, or soliciting
anythingof valueto influencean official actor businessl e ¢ i $Felamar2015,p. 7).
The FAR definesa kickbackasi a mgney,fee, commissiongcredit, gift, gratuity, thing
of value, or compensation of any kind which is provided to any prime
contractor/subcontract@mployeefor the purposeof improperly obtainingor rewarding
favorabletreatmentin connectionwith aprimec o nt (FAR35621). In the GDMA,
the Navy accusedFrancis of offering Navy procurementofficials and other military
personnelargesumsof money,concerttickets,luxury travel, andprostitutesn exchang
for informationon specificship schedulesindto rewardNavy officials for awardingthe
contractto GDMA (Adams,2015). Details continueto emergeregardingthe case.Vona
(2011) delineated bribery from kickbacks. According to Vona (2011), bribery is
consideredaffecting a p e r s dygment, whereasa kickback seeksto affect the

managemenf a process.

According to FAR 13.003(c)(2), splitting purchasesare accomplished by
separatinghe acquisitionof requirementso the costof eachactionis below a specific
dollar threshold. Split purchasesunder collusion usually involve schemingto avoid
specific dollar thresholdsand circumventthe contractmanagemenprocessthat would

drive additionalrequirementgor competition,oversight,or justification.
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2. Conflict of Interest

In federalprocurementtherearetwo kinds of conflict of interest,organizatione
andpersonal Accordingto the FAR, an organizationatonflict of interestoccurswhenfi
personis unableor potentially unableto renderimpartial assistanceor advice to the
Governmentor thep e r s abjecivity in performingthe cortract work is or might be
otherwiseimpaired or a personhas an unfair competitivea d v a n (FARy2e161). A
firm may havean organizationalconflict of interestif thereis an employeeworking on
the governmenteamto developa requiremenuponwhich that firm intendsto bid. Thai
firm may be seenas having a competitive advantageA personalconflict of interes
occurs when an employee of a particular organization has i a nndisclosedlegal
ownership or beneficial interestin a relatede n t i(Moryap2011, p. 37). Persone
conflicts of interestcanbe difficult to detectbecausenvestigatorsrely on individualsto
provide truthful statements.Government acquisition professionalsare required to
completethe Office of GovernmentEthics (OGE) Form 450 and disclose pertinen
financial information including stocks, loans, other sourcesof income, and outside

employmentaboutthemselves otloserelatives.

Conflict of interestschemesamay arise during the sourceselectionphaseof the
contractmanagemenprocessFor example a governmenengineemworking on a progran
was selectedto serve on the source selection evaluation board. The engineerhas a
significant financial interestin the form of investmentsn one of the companieghat is
competingfor the awardof a contract.In this case the engineemasa personalconflict of
interestand may not may participatein the sourceselectionbecausehis decisionability

maybeinfluencedby his financialtiesto the company(Office of Governmentkthics, n.d.).

3. Bid Rigging

Bid rigging is similar to collusionin thatit involvesan agreementvith a deceitfu
intent and can take on many forms (FederalTrade Commission,n.d.). Bid rigging is
commonly seenbetweenorganizations.end users,or procurementofficials and usedto
undermineandcorruptthe competitiveprocuremenprocessThesepartiesconspireamongst

themselvego determinewhich organizationwill submitthe bestproposalto be ultimately
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chosenby the government(Vona, 2011). Governmentrequirementsowners can rig the
processhy tailoring SOWSs so a specific offeror receivesthe contract, creating false
requirements,or by separatingthe requirementinto multiple actions to stay undel
procurementhresholdsand avoid FAR competitionrequirementsinstancesof procuring
officials rigging the processinclude biasedevaluationof a vendor proposal,deliberatel’
leaking proprietary or source selection sensitive information to preferred suppliers, or
restricting competition artificially (e.g., solesource award instead of full and oper
competition)(Chang,2013).Corruptionfrom the offerorsinvolvesanagreemenbn who will
bethewinning bidder:ii T Hparchasingoffice], which dependon competitionbetweerthe
biddersto generatéhe lowestcompetitiveprice, reeivesinsteadad | o W & tidbis higher

thanthecompetitivemarketwouldb e gDepartmenof Justicen.d.,p. 2).

4. Billing / Cost/ Pricing Scheme:

Billing/cost/pricing fraud schemesncompass rangeof activity, but the overall
themeis willful distortion of financial data. The FAR Part 31 outlines contract cost
principles and proceduresand statesthat costs must be allowable, allocable, anc
reasonable(FAR 31.2012i 4). Costmischargingis a violation of the allowable anc
allocablerules that involve chargingcostsnot relatedto the executionof a particulal
contract. For a cost to be allocable,it must be traceableto the performanceof thai
particular contractor otherwisebe includedin the overheadcosts. Someindicators of
mischargingcostsinclude the following: costsbilled undertime and materials(T&M)
contractsgreatlyexceedestimatesproposedcostsdo not appearto be directly relatedto
the contractunderwhich they are submitted;material quantitiesare exorbitantlyhighel
than contractrequirementsand labor time and chargesseeminconsistentwith project
progres{GSA OIG, 2012).Underthe Truth in NegotiationsAct (TINA), contractorsare
requiredto submitandcertify thatall costsarecurrent,accurateandcompleteto thebes
of their knowledge(FAR 15.4062). Defectivepricing occurswhenit is discoveredhai
the cost or pricing data submittedwere inaccurate,incomplete,or noncurrent.If the
contractorknowingly submittedthe defectivepricing, the governments entitled to an

amountequalto anyoverpayment.
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eventhoughcontractstypically specify prices, contractpricescommonly

aresubjected to @rocessf almostcontinualrenegotiatiorandrevision. It

is the perceptionthat contractorscan extractabnormalprofits at this stage

of the processhat motivates many of the D O D 6psocurementrules
(p. 811).

This is an exampleof how changeorder abusecan occur. Changeorder abuseoccurs
whena contractorcolludeswith a procuremenbfficial and submitsa proposalat a low
price to win the contractwith the intentto drive the price back up oncethe contractis
awardedthroughthe submissionof requestdor equitableadjustmentfREAS) (DODIG,
n.d.). Anotherfraudulentpracticewithin billing/cost/pricingschemess fictitious or shan
transactions(Vona, 2011). This scheme can involve the contractor, governmer
personnel,or both working together.By submitting false invoices,the contractor is
overpaid.The governmentouyer who approvedthe invoice could be in on the scheme

andreceiveakickback.

5. Fraudulent Purchases

Fraudulent purchasesinvolve acquiring material in excess of governmer
requirements (Chang, 2013). This can involve government employees using a
governmentpurchasecard for personalusageor purchasingitems that are within the
scopeof their job, but selling the itemsfor personalbenefit. Employeesaccomplishthis
by falsifying purchasedocumentatiornto appearlegitimate (Vona, 2011). Fraudulen
purchasescan also involve collusion betweencontractorsand governmentcustomers

conspiringto purchasejuantitiesabovethe contractrequirements.

6. Fraudulent Representation

FraudulenRepresentatiomvolvesdeceivingthe governmenby the distortion of
goodsandserviceghatfail to meetquality standardslemandedby the contract.As stated
in 18 U.S.C. § 100{1996),FalseStatements, it idlegal to

(1) Knowingly falsify, conceal,or coverup a materialfact by any trick,
schemepr device
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(2) Makefalse,fictitious, orfraudulentstatements arepresentatior

(3) Make or useany false documentor writing within the jurisdiction of
anydepartmenbr agencyof the U.S.

Examplesof this type of fraud schemeancludea contractomproviding low-gradematerial
for a radartower thatfails to withstandminimum wind gustsspecifiedin the contractor
using low quality replacementparts that continue to break. Similarly, i pr o
s u b st iigwhdna apmtractorprovidesa productotherthanwhatis specifiedin the
contractandfails to inform the governmenif the substitution(DODIG, n.d.). The nexi
section discussesthe third componentof the auditability triangle, which is having

competenpeople.

E. COMPETENT PEOPLE

The DOD assigns specific personnel classification codes to acquisitior
professionals. For the DOD, having competent people means acquisitioncodec
professionalshave the right education, training, and experience requirementsin
accordancewith the Defense Acquisition Workforce Improvement Act (DAWIA)
requirementsDAWIA appliesto DOD personneln thefollowing careerfields: auditing,
costestimating, contracting, financial managementgengineering, life-cycle logistics,
industrial/contrac  property managemen information technology purchasing
production/quality/manufacturinggrogram managementfacilities engineering,scienct
and technologymanagementand test and evaluation(DAU, 2015; Rendon& Snider
2008).DOD personnein thosebillets arerequiredto earnand maintaincertificationsin
thoseareasthrougha combinationof in-residenceandonline training coursesaswell as
onthejob experiencerelated to the specific certification. This training is providec
mainly throughthe DefenseAcquisition University (DAU). In orderto maintaina level
of certificationfrom DAU, personnemustearn80 hoursof continuouslearningpoints
everytwo years(DAU, 2015).

Part of having competentpeoplein procuremenincludesbeing knowledgeable
not just in specific functional areas,but also in procurementfraud schemesRecent

researchon the contractingworkforce shows that contractingofficers may not have
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sufficient knowledgeon procuremenfraud schemesC h a n(8043% researctound thai
contractingpersonnelat the A r myMIQC were not as knowledgeableof procuremer
fraud schemeglespitehaving rated themselvesas very knowledgeable.Castillo anc
Flanigan(2014)conductedsimilar researctihatyieldedsimilar resultsamongcontracting
personnelat the Air Force Nuclear WeaponsCenter. Other professionalsnvolved in
procurement,such as the customerdefining a governmentrequirement,might not
specificallybe acquisitioncoded;therefore they do not fall underDAWIA standardsor
training. However, these professionalsshould be trained in the contract managemel
process.Additionally, personnelresponsiblefor investigatingcontractfraud should be
trained to identify the various fraud schemesthat can occur throughoutthe contrac
managemenprocess.n order to identify contractfraud, investigatorsmust be familiar
with the contractmanagemenprocess.The purposeof this researchs to asses® F O S
procurementfraud a g e n knewiedge of the contract managementprocess anc
procuremenfraud schemesaswell asto evaluatetheir perceptiorof knowledgein these

areas.

Many contractorshave exploitedthe D O D draud vulnerability and governmer
personneWwho have chosento take advantageof weaknessem the system.Ineffective
internal controls,lessthancapablecontractingprocessesandlessthancompetenpeople
have contributed to the fraud, waste, and abuse. When these instancesoccur, the
governmenimustrespondoy aggressivelynvestigatingsuchallegationsand prosecutin:
thoseresponsiblefor the fraudulentactivities. In the Air Force, this burdenfalls upor
AFOSI asthe primaryinvestigatingagencyfor allegationsof procurementraud (AFOSI
Public Affairs Office, 2011). In fact, AFOSI was foundedas a resultof a procuremer
fraud investigationand chargedwith the missionto i1 i d e rexpioif apd neutralize
criminal, terroristand intelligencethreatsto the Air Force,Departmentof Defenseand
U.S.Go v e r n(WEOSIPublicAffairs Office, 2011; Hagey, 2008, ppl0i 11).

F. SUMMARY

This chapter presenteda brief synopsis of the DOD procurementfraud

environmentwhich includeda generaldiscussiorof the auditability triangle. A detailed
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descriptionof the contractmanagemenprocesswas also presentedas well asthe major
procurementraud schemeghat are commonin federalcontracting.Finally, this chapte
discussedhe i c 0 mp e £ e pcbngponentof the auditability triangle, which is the
focusof this researchThe presentesearchassesse8FOSIin v e s t i kgoaviedgeof:
the contractmanagemenprocessin the following chapter,Chapterlll, a descriptionof

AFOSIlandits capabilitiesbuild thenecessarfoundationfor this research.
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lll.  AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS

A. INTRODUCTION

This chapter provides a background of the Air Force Office of Specia
Investigations(AFOSI). An overview of the Air Forceand how Air Force Acquisition
supportsthe bigger Air Force missionis discussedThe propensityfor fraud to occul
throughoutthe acquisitionlife cycle is alsoidentified. This chapterprovidesa detailec
look at AFOSIlandthe organizatiois history, mission,organizationastructure andfocus
as a Military Criminal Investigation Organization (MCIO) within the Air Force
Additionally, this researchexaminesthe training requirementsassociatedwith the
contract managemenprocessfor AFOSI agentsspecializingin the investigation of

procurementraud.

B. AIR FORCE OVERVIEW

Sinceits establishmenin 1947,the Air Forcehasbeena separatenilitary service
with distinct roles and missionsin support of fAairpowen (U.S. Air Force, 2013)
Although the original missionof the Air Forcewas primarily for preservingthe security
of the skiesafter World War 1, the missionhassinceexpandedn scope.Today, the Air
Force must maintain a force capableof executing full-spectrummilitary operation
(Departmentof the Air Force (DAF) (2014). The Air Force accomplisheghis througt
A f 1 cere missions: 1) air and space superiority; 2) intelligence, surveillance,anc
reconnaissanc@SR); 3) rapid global mobility; 4) global strike; and 5) commandanc
control (C2)0 (DAF, 2014,p. 4; DAF, 2015,p. 6). Thesemissionsallow the Air Forceto
maintain fiGlobal Vigilance, Global Reach and Global Poweb (DAF, 2015, p. 6)
throughoutthe domainsof air, space,or cyberspaceSucha dynamic mission require:
stateof-the-art technologyaswell assuperiorlogistical supportto maintaina competitive
edgeover adversariesegardlesof the operatingenvironment.Thesefive core missions

alsoguidehow theAir Forceinvests itsesourceg(DAF, 2014).
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1. Air Force Budgel

Maintainingthis standarcof dominances challengingandforcesthe Air Forceto
continuallyinvestin an array of new technologythroughresearchgdevelopmenttest, &
evaluation(RDT&E) programs. At the same time, the Air Force mustalso procure
suppliesand servicesnecessaryo supportexisting systems,equipment,and personne
Most of the fundsexpendedor acquisitionssupportingtheserequirementsre performec
throughthe useof contractsbetweerthe Air Forceandprivateindustry.Accordingto the
Office of Managemenand Budget(OMB) (2014),in fiscal year (FY) 2015, the federa
governmenbudgetedb495.6billion for the Departmenbf Defensg(DOD). The majority
of this funding was to provide for dayto-day operationssuch as military pay anc
healthcarebenefits.Onethird, or approximately$159.3billion, wasfor the procuremer
of future defenseneeds(DOD, 2014).Table1 showshow the FY2015DOD budgetwas
divided amongthe military departmentswhile Figure 1 showsa visual depictionof the
distribution.

Tablel. DOD BaseBudgetby Military Departmentn FY2015

BaseBudget FY2015
Army $120.3B
Navy/MarineCorps $147.7B
Air Force $137.8B
DefenseWide Account $89.8B
Total $495.6B

Numbersmay not add due to rounding.Adaptedfrom Office of the Under Secretaryof
DefenseComptroller (OUSDI[C]). (2014). United StatesDepartmentof Defensefiscal
year 2015 budget request, p. 115 Retrieved from http://comptroller.defense.go
/Partalg/45/documents/defbudget/fy2015fy2015 ludget request overview_bodk.pdf

‘ L Acquisition Research Program
- NPS a7 Graduate School of Business & Public Policy -30-

\\\/ Naval Postgraduate School


http://comptroller.defense.gov/

Figurel. DOD Budgetby Military Departmentn FY2015
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The Air Forces FY2015budgetof $137.8billion wasallocatedin accordancevith
its core missionsto the specific appropriationgo the following areas:military personne
operations and maintenance (O&M), procurement, RDT&E, military constructiol
(MILCON), military family housing (MFH), and baserealignmentand closure (BRAC)
(Secretaryof the Air Forcefor FinancialManagemen{SAF/FM], 2014). Fundsthat were
allocatedfrom the Air Force budgetwere categorizedas fblued while funds that were
controlledby agenciestherthanthe Air Forcewere finonblueo and the combinationof
thesawo sourcesnadeupthetotal Air ForceFY2015budget(SAF/FM,2014).

a. Military Personne

Approximately$29.1billion wasappropriatedo supportthe total force, madeup
of activeduty personnelyeservistsand Air National Guardsmern(SAF/FM, 2014). This
funding was usedto provide military pay and allowances,training, recruiting efforts,
permanentchangeof station,and other forms of military compensationAn additional
$4.9billion in nonblue fundswas also appropriatedor military personne(MILPERS)
(SAF/FM, 2014).
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b. Operationand Maintenance

Approximately$44.3billion wasusedto executedaily operationsat 79 military
Air Force installationsaroundthe world (SAF/FM 2014). O&M funds enableactive
reserve,and National Guard Air Force units worldwide to maintaina constantstate of
readinesghroughflying operationsmaintenanceand supportactivities, equipment.anc
suppliesfor the warfighter, ISR, civilian personnelpay, sustainmentspaceoperations
etc. An additional $869 million in nonblue funds was also appropriatedfor O&M
(SAF/FM 2014).

C. Procuremen

In FY2015, the Air Force allocated $18.5 billion for procurement.Funds
appropriatedor procuremengenablethe Air Forceto obtainandmaintainits inventoryof
aircraft, missiles, ammunition, weapons,and other combat systems(SAF/FM, 2014)
Thesefundsalsoallow the Air Forcethe ability to maintainthe military advantagef air
and spacesupremacyby acquiringthe next generatiorof defensesystemtechnology.In
additionto the funds allocatedfrom the Air Forces budget,an additional$14.9billion

wasallocatedor procurementrom non-blue sourcefSAF/FM, 2014).

d. ResearchDevelopmentTest,and Evaluation

As the adversarief the United Statesattemptto identify and exploit systen
weaknessesthe military must respond by closing the gaps and further advancing
technology.This is donethroughRDT&E, where funds are usedto researchdevelop
test,and evaluate nextgenerationcapabilities for the Air Force of tomorrow.In an
attemptto continuedevelopingnew technologythe Air Forceappropriateds15.9billion
in FY2015to RDT&E, which providesfor basic andappliedscientific researchadvance
technologydevelopmenttesting,andthe requiredsupportfor suchprograms(SAF/FM,
2014).Accordingto theDepartmenbf Defensd-inancial ManagemenRegulation DOD
7000.14R, Volume 2B, Chapterb, basicresearchs a generalstudyinto anareain ordel
to gainageneralunderstandingf the area(2012).At the basicresearcHevel, thereis no
applicationof the researchConversely,in applied researchyesearchersre aiming to

applypreviouslyascertainetthowledgeto developnewtechnologyandsolve aparticular
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need (OUSDIC], 2012). ifAdvanced technology developmenti is where researche
attemptto integrateseveralareasof knowledgetogethernn orderto developa systemthat
canbe testedfor future usein the field (OUSDI[C], 2012).An additional$7.8 billion in
nonbluefundswasalsoappropriatedor RDT&E (SAF/FM, 2014).

e. Military Construction

As the Air Forceapproache$8 yearsasthe air arm of the military, it mustalsc
repair and updatean aging infrastructureas well as constructnew facilities to store
existingand new technology.This is executedhroughMILCON appropriationsandin
FY2015, the Air Force dedicated$956 million to updateand constructfacilities and
infrastructurefor theforce (SAF/FM, 2014).

f. Military Family Housing

In FY2015, the Air Force appropriated$328 million to the maintenanceof
existing military family housing.In addition, thesefunds were usedfor the designand

constructiorof newhousingunits forpersonne(SAF/FM, 2014).

g. BaseRealignmentand Closure

As Air Forceinstallationsbecomeoutdatedand the size of the budgetand force
shrink,the Air Forcemustalsoconsolidateandcloseinstallationsthatareno longerseet
as suitablefor military operations Accordingly, the Air Force musttransferequipmen
andtakeotherappropriatestepsto vacatetheseareasln FY2015,the Air Forceallocatec
$91 million forBRAC (SAF/FM, 2014).

In order to ensurethe successfulexecution of its mission, the Air Force
appropriated$109.2 billion in blue funds and an additional $28.6 billion in non-blue
funds. In total, the Air Force allocatedall of its $137.8billion acrossthesestrategi
priorities (SAF/FM, 2014). Table 2 provides a consolidatedsnapshotof Air Force
appropriationgor FY2015from both blueandnon-bluefunds.
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Table2.  Air Force TotalObligation Authority(TOA) for FY2015

Appropriation EY 15Budget*

Military Personne{MILPERS) $29.1B
OperationandMaintenancéO&M) $44.3B
Procurement $18.5B
ResearchDevelopmentTest& Evaluation(RDT&E) $16B

Military ConstructionMILCON) $956M
Military Family Housing(MFH) $328M
Base Realignmerand ClosuréBRAC) $91M

Non-Blue TOA $28.6B

Total Obligation Authority (TOA) 137.8B

Numbersmay not add due to rounding. Adaptedfrom Secretaryof the Air Forcefor
Financial Managemen{SAF/FM). (2014). U.S. Air Force FY 2015 budgetoverview,
p. 11. Retrievedfrom http://www.saffm.hqg.af.mil/shared/media/document/ AEB0304
039.pdf

2. Air Force Procurement

In orderto obtainthe suppliesand servicesnecessaryo executetheir missions
requirementsnanageror end usersturn to contractingofficers. Otherthanthe majority
of the appropriationamade for MILPERS, many of the Air Force requirements a
obtained, at some level, through government contracts. With such a significani
responsibility,contracting officers must takegreatcare to comply with statutesanc
public policy. In addition,theymustensurecontractsareaccuratecomplete obtaina fair
andreasonablrice, and reducethe risk asmuchas possibleto both the buyerandthe

seller.

To perform this task, contracting officers are governedthrough the contrac
managemenprocesdy manydifferent sourcesChief amongthesesourcesare mandate
from federal statutesthat may convolute the contract managementprocess. These

legislative policiesncludes thedollowing:
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Defense AcquisitiomMVorkforcelmprovementAct (DAWIA)
FederalAcquisition StreamliningAct (FASA)
FederalAcquisitionReformAct (FARA)

Competition inContractingAct (CICA)

Truthin NegotiationAct (TINA)

SmallBusinessAct (SBA)

ClingerCohenAct

Walsh-HealeyAct

= =/ =2 A2 -4 A4 A5 A -2

Davis-BaconAct

In additionto congressionacts,the FAR is madeup of 53 partscontainingmore
than 2,00(pagesof regulatorylanguagen the form of definitions,clausesandpolicy, all
of which may be subjectto conflicting interpretations.Air Force contractingofficers
must abideby further regulationsjncluding the DefenseFederalAcquisition Regulatior
(DFAR) andthe Air ForceFederalAcquisition Regulation(AFFAR). Finally, Air Force
contractingofficers operatingin certaincommandshavecommanespecificguidanceanc
policy in the form of the Air Force Material Command (AFMC) Mandator
Procedures/Informationabuidanceand the Air Force Installation ContractingAgency
(AFICA) MandatoryProceduresWhile this list is not exhaustivejt doespainta small

pictureof theburdenassociateavith governmentontracting.

The aforementionedacts and policies were intendedto improve the acquisitior
processinstead manyof thesereformshaveprovento be counterproductiveand madeit
increasinglydifficult to manageand overseecontractseffectively (as cited in Yoder,
2007). Making things more difficult is the reduction of personneland the ensuing
dwindling level of experiencein the acquisition workforce (Yoder, 2007). Many
governmentcontractsare for developmentaltems, and thesecontractsare written with
ambiguousequirementsn orderto give contractordlexibility andencouragennovatior
(Brown, Potoski, & Van Slyke, 2013). However, conflicting objectives betweer

governmentand private industry produce an environmentwhere the contractor can
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behavedefectivelyand take advantageof the governmentDefective behavioris where
onepartywithin a contractactsfor its own self-interestat the expenseof the otherparty
(Brown et al., 2013). The government, expecting a cooperative and trustworthy
relationshipwith the contractor,s left exposedandextremelyvulnerableto procuremen
fraud (Brownetal., 2013).

The GovernmentAccountability Office (GAO) identified severalchallengesto
effective contract managementin the DOD (GAO, 2015). Although considerabl
improvementhavebeenmade withregardto the useof appropriatecontractingmethods
the GAO (2015) identified several inefficiencies within the areas of acquisitior
workforce, contractingtechniquesand approachesserviceacquisitions,and operational

contractsupport.

Specifically, the GAO (2015) found that the acquisition workforce and its
leadershigackedpropertraining, experienceand capacity. The GAO alsoidentified the
lack of a properstrategyfor executingserviceacquisitionsandthatacquisitionpersonne
responsibldor makingdecisionsin this areawere doing so without reliable data (GAO,
2015). The GAO also found insufficient policies for effective contingencycontrac
managemenand that contractingagenciedackedthe necessarypersonneland resource
to managethe volume of requirementsWhile considerableémprovementshave beer
madein recentyears,it should be notedthat theseareashave beenassesseds being
high-risk since1992(GAO, 2015).

With suchlarge amountsof funds being spentto procuresuppliesand service:
and the generally cumbersome nature associated with government contracting
governmentprocurements highly vulnerableto procurementfraud (HQ AFOSI/XRG,
2009). Procuremenfraud within the Air Forceor DOD is not a new problemand,while
ensuringcomplianceto policies and regulationsmay assistwith fraud preventionanc
increasetransparencythesesolutionsalone do not preventprocurementraud. Instead
fraudulentactivity must be identified as early in the contractmanagemenprocessas
possible,investigatedeffectively and efficiently, and prosecutedlt is for thesereasons
that in 1948, the Air Force activated AFOSI and charteredit with the mission of
investigatingallegationsf procurementraud (Hagerty2008, p.26).

Acquisition Research Program
Graduate School of Business & Public Policy -36 -
Naval Postgraduate School




C. AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS

At the conclusionof World War 11, the useof aircraftprovedto be essentiato the
future defensestrategy of the United States. It quickly becameapparentthat the
capability for air operationswould needto expand.With the enactmenbf the Nationa
Security Act of 1947, the Army Air Force wasdeactivatedand the Air Forcewas
establishedas a separateand independentservice (DAF, 2013). As the Air Force
expandedwith increasedbersonneland resourcesit soonfound itself in the wake of a

corruptionscandainvolving an Air ForcemajorgeneralHagerty,2008, pp. 78).

1. Background of AFOSI

According to an anonymousletter in 1945, Major General Bennet Meyers
reviewedbids from contractorsseekinggovernmeniontractsand usedknowledgefrom
his positionto purchasestockin companieghathe knewwould win a contract(Hagerty
2008, p. 3). Sincethe letter was anonymousho further action was takenuntil severa
yearslater; however,GeneralMeyer$ professionatonducthadcomeup duringa Senat:
investigativecommittee,and whenthe committeerequestedVieyers records therewere
indicationsof a coverup due to Meyer$ rank and standing(Hagerty, 2008, pp. 5i 7;
Kunze, n.d.). The ensuinginvestigationdisclosedseveralissueswith the investigative

armof the Air Force.

At the time of the Meyersinvestigation,air inspectorswere organizedunderthe
regular Air Force chain of command,so they were hesitantin their investigation of
Meyers, fearing possiblerepercussionsThis chain of commandcreateda potential for
undue commandinfluence as senior leadershad the ability to restrict investigatorgé
activity anddenyaccesdo relevantinformation (Hagerty,2008,pp. 11i 12). In addition
inspectorswvere boundby regulationsto inform witnessesaboutthe detailsand evidenct
of an ongoinginvestigation.This lack of secrecyimpairedthe investigatoré ability to
collect evidence,as the disclosureof sensitivecaseinformation could get back to a
suspect,allowing the suspectto ficover upo criminal activity (Hagerty 2008, p. 12).
Despite these issues, through the course of Senatehearings,enough evidencewas

obtainedto enableprosecutor$o convict Meyerson war profiteeringchargeshis role in

Acquisition Research Program
Graduate School of Business & Public Policy -37-
Naval Postgraduate School




a contractschemewith ghostcompanieghathe owned,andwitnesstampering(Hagerty,
2008, ppai 9).

In the aftermathof this high-profile investigation,it was evidentthat therewere
issueswithin the investigativebody of the Air Force.For example althoughoperatingin
alaw enforcemenandinvestigativecapacity,inspectordackedthe necessarauthorityto
actually enforce laws (Hagerty, 2008, pp. 11i 12). In responsethe Senatecommittee
recommendedhat all military investigative organizationsbe restructuredwith prope
rules and authority comparableto external agenciessuch as the Federal Bureau of
Investigation(FBI) (Kunze,n.d.).

a. Activation

The Air Force was the first to respond to the Senate committeés
recommendatiorandtheri Secretaryf the Air ForceStuartSymingtoncoordinatedvith
J. EdgarHoover, FBI director, to assistin the transition(Hagerty2008,p. 13). In 1948
underHoovelGs direction and Symingtoris authority, FBI SpecialAgent JosephCarroll
wascommissionedsa brigadiergeneralBrig Gen) in theAir Force.On Augustl, 1948
AFOSI wasformerly activatedasthe newinvestigativeagencyof the Air Force(Hagerty
2008, p. 27). AFOSI wasalsogiventhe necessarauthorityto operateasanindepender
chainof commandwith Brig Gen Carroll asthe first commandeunderthe Office of the
InspectorGeneral(Hagerty, 2008, pp. 14, 19). In the coming years,AFOSI units were
establishedat several Air Force basesthroughout the world with the mission of
investigatingcriminal, fraud, and counterintelligencenattersin orderto protectthe Air

Forcds personnelequipment, suppliegndfunds(Kunze,n.d.).

b. Mission

Today, AFOSI servesas the sole federal law enforcementand investigative
agencyin the Air Force, with more than 2,300 federally credentialedspecial agent:
positionedaroundthe world (AFOSI Public Affairs Office, 2011). AFOSIG missionis
fito identify, exploit and neutralizecriminal, terrorist and intelligencethreatsto the Air
Force, Departmentof Defenseand U.S. Governmeni (AFOSI Public Affairs Office,

2011).In this capacity,AFOSI conductsfull spectrumoperationsn criminal, fraud, and
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counterintelligencamatters.As the operationalenvironmentevolved, AFOSI expandec
its missionto includeforensics polygraph.technicalservicescyber, protectiveservices,
andcounterterrorisnfAFOSI Public Affairs Office, 2011).

In orderto achieveits mission, AFOSI instituted core capabilities(seeFigure 2)
that are essentialand expectedof all agents.Thesecapabilitiessupportthe overarching
AFOSI strategyto fibuild an environmenof excellenceat all levels, all the time; elevate
professional stature of AFOSI in the Departmentof Defense, United States anc
internationalarenasand be a requirementslriven organizationand build capabilitiesin-
deptld (AFOSI Public Affairs Office, 2011). Although AFOSI special agents have
jurisdiction and responsibilityto investigateall major crimeswithin the Air Force,this
researchfocusesprimarily on the procurementraud mission,the AFOSI Procuremen
FraudUnit (PFU),andtheagentsassignedo the PFU.

Figure2. AFOSICoreCapabilities

Protectcritical technologiesndinformation
Detectandmitigatethreats
Provideglobalspecializedservices
Conductmajorcriminal investigations
Engage foreigmdversarieandthreatsoffensively

Adaptedfrom Air ForceOffice of Speciallnvestigationd AFOSI) Public Affairs Office.
(2011). Inside AFOSI [Fact sheet]. Retrieved from http://www.osi.af.mil/library
[factsheets/factsheet.asp?id=4848

2. AFOSI Office of Procurement Fraud

Throughoutthe years, AFOSI maintainedts concentratioron its primary missior
areaof investigatingprocuremenfraud, counterintelligencenattersandgeneralcrimes
During the 1970s, AFOSI changedits investigativefocus to place more emphasison
investigatingcounterintelligenceand generalcrimes(Hagerty,2008,p. 303). As a resuls
of thesechangesprocurementraud billets were eventuallyreducedfrom 127 agentsto
71. Following a seriesof major high-level fraud cases,Congresgpassedhe Inspector
General(IG) Act of 1978. The InspectorGeneral (IG) Act of 1978 proved that the
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presidenandCongressverecommittedto the reductionof fraud, waste andabusdn the
federal government.This attentionhad trickle-down effects and revitalizedthe AFOSI

ProcuremenEraudprogram(Hagerty,2008, p. 303).

After the terrorist attacks on September 11, 2001, AFOSI focused on
counterterrorismand counterintelligenceoperationswhich requiredagentsto train anc
deployin supportof Operationlragi Freedomand OperationEnduring Freedom.As a
result, investigating procurementfraud becamdess of a priority (C. King, persone
communicationJuly 1, 2015). Today, AFOSI is once again placing more attentionon
procurementfraud. This was evidentwith the October2013 activation of the AFOSI
Office of ProcurementFraud (OPF), which was given the mission of investigating
allegationsof procurementfraud originating from strategicor centralizedacquisitions
(Essex& Gaffney,2014;Kidwell, 2013).

The new AFOSI OPF received83 manning billets that would be specifically
assignedo investigatingprocurementraud (C. King, personalcommunicationJuly 1,
2015). With approximately 200 Air Force bases,and the high volume of contract:
awardedby Air Force contractingofficers, the main challengeto investigatingfraud is
having the necessarymanpowerto proactively seek out fraud early on while alsc
investigatingcurrentand reportedallegations(C. King, personalcommunicationJuly 1,
2015). Figure 3 providesa graphicaldepiction of Air Force baseslocatedwithin the

continentalUnited States.
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Figure3. Map of United StatesAir Force Basé.ocations

0 Active Dutty Base
© Air National Guard Base
R Alr Force Reserve Command Base

This mapshowsthelocations ofAir Forcebaseghroughouthe United StatesThecolors
on this mapdo not correspondo the colorson the mapin Figure4 nor do theyrepreser
any specificareas of responsibility. Adaptedfrom Defense Media Activity. (2010)
Airman, the book 2010, volume LIV(3), p. 53. Retrieved from http://www.af.mil
/Portals/1/documents/airman_archive/2010%20The%20Book.pdf

Although the size of the new OPFwas considerablysmallerthanthe 1970% high
of 127 agentsthe new office took a lean and strategicapproachwith its organizatione
structure and allocation of agents(C. King, personalcommunication,July 1, 2015)
Accordingly,agentsvereassignedo oneof 22 operatindocationsthroughouthe United
Statesunder six Procuremenfraud Units (PFUs). To ensureadequatecoverage thes¢
PFUswereintentionallyalignedwith major contractinghubsfor the Air Force(C. King,
personalcommunication July 1, 2015). Figure 4 showsthe locationsof AFOSI PFU
Operating LocationfOLs).

Organizationally,the OPF becamesomewhatof a separateorganizationwithin
AFOSI, led by adirectorwho wasa subjectmatterexpertin investigatingiraud (C. King,
personalcommunication,July 1, 2015). This allowed AFOSI as an organizationto
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continue to exploit other mission areaswhile at the sametime focusing on fraud.
Additionally, the strategic approachto implementing OPF prevented agents the
requirementto investigateall allegationsof other criminal offenses.Instead, agents

focusedsolelyon procuremenfraud (C. King, personacommunicationJuly 1, 2015).

Figure4. AFOSIOffice of ProcuremenEraudAreasof ResponsibilityChart
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The colors on this map representAir Force Office of SpecialInvestigationsOffice of
Procuremenf r a uackd@ssf responsibilityand do not correspondo the colors on the
map in Figure 3. Adaptedfrom C. King, personalcommunicationJuly 1, 2015. This
AFOSI ProcurementFraud Area of Responsibility Chart was presentedduring a
discussioratHQ AFOSI/XRG,Quantico VA

All AFOSI special agentsreceive a basic level of training on the contrac
managemenprocessmajor procuremenfraud schemesand investigationof allegation:
of fraud. This ensuresany agent can be assignedto OPF (C. King, persone
communication July 1, 2015). However,in order to ensurePFUs were mannedwith
agentsfamiliar with the complexity of investigatingprocuremenfraud, OPF leadershi
ensured advanced fraud training opportunities were available (C. King, persone

communicationJuly 1, 2015). Thereis no requiremenfor any specifictrainingoncean
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agentis assignedo a PFU, but advancedraining is offered and highly encouragedy

AFOSlleadershigC. King, personacommunicationJuly 1, 2015)

3. AFQOSI Training

Training for all AFOSI agentsbeginsat the FederalLaw EnforcementTraining
Center(FLETC) in Glynco, GA. Wheninitially hiredto AFOSI, agentsattenda federa
Criminal InvestigatorsTraining Program(CITP) followed by an AFOStspecifictraining,
Basic Special InvestigationsCourse (BSIC), to familiarize agentswith investigation
underthe Uniform Code of Military Justice(UCMJ) as well as other pertinentfedera
laws (AFOSI Public Affairs Office, 2011; C. Collins, personalcommunicationJune29,
2015).Upon graduatingfrom both coursesagentsentera oneyearprobationarytraining
program known as the Basic ExtensionProgram (BEP), which is an onthejob-type
training programwhere agentsget realworld investigativeexperiencan different area:
(C. Collins, personakcommunicationJune29, 2015). This trainingis requiredregardles
of the investigativeposition of an agent,but thereis alsoadvancedraining availablefor
those agents that specializein a specific focus area, such as procurementfraud

(C. Collins,personatommunicationJune29, 2015).

a. Criminal InvestigationsTraining Program

CITP is an elevenandahalf-week federal law enforcementtraining prograrn
wherestudentdearnthe basicsof federallaw enforcemen{AFOSI Public Affairs Office,
2011).Sincethis trainingis a basiccourse newly hired agentdrom manydifferentfedera
law enforcementagenciesattend for an introductionto federal law enforcement.This
course providesstudentsthe foundation to run investigations, conductinterviewsanc
surveillance,collect evidence,and testify in court (FLETC, 2015a). Additionally, CITP
introduces students federalstatutesyhich will serveasthe basisfor futureinvestigation
(FLETC Office of Chief Counsel 2015).The federalstatutescontainfielemente of crimes
Theseelementsare the minimum level of proof that is requiredto convict an allegec
criminal in court (FLETC Office of Chief Counsel 2015).Accordingly, it is importantfor
an investigatorto understandheseelementsn orderto conductand developa complete
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investigation. These common skills learnedin FLETC are used to investigate many

differenttypesof illegal activity, especiallyprocurementraud.

b. Basic SpeciallnvestigatorsCourse

Upon graduatingfrom CITP, agentsmmediatelyenterBSIC, wherethey receive
AFOStspecific lecturesand scenariebasedinstruction at the U.S. Air Force Specia
InvestigationsAcademy (USAFSIA) in Glynco, GA (AFOSI Public Affairs Office,
2007).BSIC servesas an introductionto AFOSI as an organizationand introducesnew
agentsto investigatingcriminal offensesunderthe U.S. Codeandthe UCMJ. BSIC alsc
introducessome challengesspecific to investigatingoffenseswithin the Air Force (C.
Collins, personalcommunication June29, 2015). Training topicsinclude interrogations
reportwriting, crimesagainstproperty,crimesagainstpersonsgcounterintelligenceforce
protection, and economic crimes (AFOSI Public Affairs Office, 2007). During the
economiccrimesblock of instruction,new agentsaretrainedon the complexitiesof the
contrac managemer process anc procuremer fraud (C. Collins, persone

communicationJune29,2015).

AFOSI has defined fraud as fia willful misrepresentatiorfor the purpose of
obtaining somethingof valued (HQ AFOSI/XRG, 2015, p. 22), and this is where
instruction on investigatingprocurementfraud begins (USAFSIA, 2015b). From here
USAFSIA (2015b) instructs studentson the executionof the AFOSI fraud mission
throughthreesteps:

1. Assesghe environmento identify targetsanddetermine prioritie®f these
targetghroughthevalueof aresourcetheimpactof its mission, or the
potentialfor loss

2. Proactivelydetectandinvestigateraudwithin the previouslyidentified
targets
3. Seekremediedor instance®f fraudthroughprosecutoriabr

administrative authoritie@JSAFSIA, 2015b)

This basicintroductionsetsthe stagefor the remainderof the economiccrimeslectures

for newAFOSI specialagents.
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Although not all AFOSI agentswill be assignedo procuremenfraud units, there
is a potential for any agentto be called upon to investigate or assistwith a fraud
investigationat either the base,strategic,or central/systemsevel of procurement(C.
Collins, personalcommunication,June 29, 2015). Accordingly, USAFSIA ensuresall
agentshavea generalunderstandingf the contractmanagemenprocessas documente
in the DefenseAcquisition Guidebookand the FAR (USAFSIA, 2014c). Instructors

attemptto do thisby introducingagentgo theacquisitionlife cycle,depicted inFigure5.

Figure5. GovernmenfcquisitionLife-Cycle

Pre-Systems Acquisition Stage ‘ Systems Acquisition Stage ‘

Material ‘ Engineering & Production &
Solution Manufacturing ) Deployment
Analysis Development | | - -

N

‘ Sustainment Stage ‘
Operations &
Support

U.S. Air Force Specia InvestigationsAcademy (USAFSIA). (2014c). Procuremer
proces®verview[BSIC economiccrimeslecture],p. 5. Glynco,GA: AFOSI

Throughoutthe courseof instruction,studentdearnwhat drives requirementgor
endusersandhow thetype of requirementaninfluencewhere itentersin the acquisitior
life cycle (USAFSIA, 2014c).As instructionmoveson, studentdearnwhat constitutesa
legal contractaswell astypesof contractsandwhentheyareused.In addition, student
learn how to navigatethrougha contractfile in orderto conducta review (C. Collins,

personatommunicationJune29, 2015).
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Onceagentsunderstand thbasicsof the contractmanagemeryprocess, thejocus
on procurementfraud schemesand the applicablelaws that are commonly violatec
throughthe schemesThis is a significant point of the instructionbecausat is importan
for agentsto understandhat the allegationor evenpresencef a fraud schemedoesnot
actually constituteillegal activity until a violation of the law hasoccurred(USAFSIA,
2014a). For example, the intent of a contractorto willingly substitute substandatr
productson a governmentontractis not by itself a violation of the law. However,once
the contractorcertifies the productsmeetall specificationsand submitsthe claim for
payment,that personhascommitteda violation of 18 U.S.C.§ 1001, FalseStatements
and18 U.S.C. § 287 alseClaims(USAFSIA, 2014a).

Despitereceivinginstructionon the various aspectof the contractmanagemel
processand procuremenfraud, agentsare not trainedto the samelevel of detail as Air
Force contractingofficers (USAFSIA, 2014c). Accordingly, agentsare taughtto seel
assistancdrom outside resourcesand subject matter expertswhen required. Beside:
obtaining supportfrom Air Force contractingofficers when necessaryagentsare alsc
encouragedo seek assistancdrom their servicing AssistantU.S. Attorney&s Office
(AUSA) or auditorsfrom the Air ForceAudit Agencyor DefenseContractAudit Agency
(USAFSIA, 2013).Whenagentscollaboratewith theseagenciestheyare morelikely to

successfullynvestigateandprosecuteallegationsof fraud.

After completionof CITP and BSIC, studentsare credentialedas federal agent:
for AFOSI (AFOSI Public Affairs Office, 2007). However, althoughagents,as federa
law enforcemenbfficers, operatewith full authorityto investigateallegationsof crime
affecting the Air Force,they do so on a probationary statusin which they receive
additional guidance,oversight,and on-the-job training (AFOSI Public Affairs Office,
2011).

C. BasicExtensionProgram

Upon graduation,agentsare assignedo AFOSI detachmentaroundthe world.
As aresult,agentsnvestigatedifferenttypesof crimesandgain differentexperienceC.

Collins, personal communication,June 29, 2015). While general experiencewas
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importantto the developmenbf an agent, AFOSI recognizedhe needfor a standardize
programthatrequiredall new agentsto meetspecificexperiencenbjectivesin proactive
realworld scenariosAccordingly, USAFSIA developedand launchedAFOSI BEP (C.

Collins, personatommunicationJune29, 2015).

BEP was developedas a web-based,onthejob training environmentwhere
regardlesof their location,agentsreceivethe samelevel of training and familiarizatior
with eachof AFOSIG missionsets.BEP coverscounterintelligencegeneralcrimes,anc
economiccrimes and requireseachagentin the programto completespecific online
modulesof instructionfollowed by realworld investigativesteps(C. Collins, persone
communicationJune29, 2015). BEP was also structuredwith openenrollment,which
allows agentso completedifferent blocksof trainingin the orderof their choosing.This
providesflexibility andallows agentdfilling a specificrole to beginwith a BEP block in
that samearea(e.g., agentsfilling fraud billets can begin with the economiccrimes

block) (C. Collins,personatommunicationJune29, 2015).

Within the economiccrimesblock, agentsare responsiblgor the completionof
four online modules:fiContractFile Review and FAR,0 fifrundamentalf Economic
Crimesp finvestigative Tools anc Supporting Agencies) anc fAProsecutorie
Jurisdictiord (C. Collins, personalcommunication,June 29, 2015). Throughoutthese
modules,agentdook at the uniform contractformat, the FAR, and major fraud scheme
(USAFSIA, 2015a,2015c). Theseareasserveas a generalintroductionand are mostly
usedto familiarize agentswith the differentaspectsaandtermsof contracting(C. Collins,
personalcommunication,June 29, 2015). In addition to the online training modules
agentsare alsorequiredto complete severalinvestigative stepsfollowed by written
assignmentso demonstratgroficiencyin the subjectareas Written assignmentsnclude
a narrative of the identification of a fraud target, resultsof a contractreview, a fraud
investigationplan, a DODIG subpoenaand properidentification of applicablefederal

fraud statutego aninvestigation.

The BEP forces agentsto gain experiencethrough realtworld proactive steps.
which requireagentsto identify and meetwith their local contractingoffice aswell as

quality assuranceersonneto identify any perceivedvulnerabilities(C. Collins, persona
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communicationJune29, 2015). This information will be usedto developa fraud plan
with specificobjectivesandtargetsto focustheir investigativeefforts (HQ AFOSI/XRG,
2009).0Oncea fraud planis establishedagentsconducta proactiveinvestigationstarting
with a comprehensiveeview of a contractfile aswell as a review of the respective

governmentontractor(C. Collins,personacommunicationJune29, 2015).

Throughoutthe entire BEP curriculum, agentscommunicatewith USAFSIA
economiccrimesinstructorswho providefeedbackon their performanceThe instructors
also assessagent$® performanceand give guidanceand recommendation on what
investigative steps may be helpful to the investigation (C. Collins, persong
communication,June 29, 2015). Upon conclusionof the program, agents are fully
credentialedfederal agents and have had some relevant exposureto investigating
procurement fraud. Accordingly, they will also have identified and develope:
relationshipswith pertinent local Air Force contracting squadronpersonnel,quality
assuranceersonnel,auditors, other investigativeagencies and their servicing AUSA.
This is an addedbenefit to the requirementsof BEP in that it fostersa relationshiy
betweenAFOSI andotheragenciesaandsetsthe stagefor future partnershipsn targeting

fraud (C. Collins, personacommunicationJune29, 2015).

d. AdvancedTraining

Agentsmeetthe minimum training requirementgo investigateprocuremenfraud
upon completionof BSIC. However, a training needsassessmeritentified that agent:
specializingin procurementfraud neededadvancedtraining that was specific to the
missionset. Due to the complexity often associatedvith fraud schemesagentsneedto
havethe ability to conductan economicanalysisto identify and follow the moneytrail
from ill -gottengains.AFOSIfounda solutionat FLETC, as it hadseveraladvancedraud
coursesavailable(C. King, personalcommunicationJuly 1, 2015).To developthe skills
of the investigative force, AFOSI collaboratedwith FLETC to send agentsthrougr
advanced procurement fraud specific courses such as the Procurement Fraud

Investigation Training (PFIT), Product Substitution Investigations Training (PSIT),
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EconomicCrimesinvestigationand Analysis (ECIA), and Money Launderingand Asset
ForfeitureTraining (MLAFT) (C. King, personacommunicationJuly1, 2015).

Available coursesmanagedand taughtby instructorsat FLETC are designedto
provideagentswith comprehensivérainingon major procuremenfraud schemeshatare
commonwithin the DOD (C. Collins, personalcommunicationJune29, 2015). Eachof
these coursesprovidesspecific details on a procurementfraud area of focus, but &
commonthemethroughoutall the coursesis the in-depth knowledge of the contrac
managemenprocess.This allows agentsto betteridentify what schemesare commonly
usedto commit fraud and where in the processthe violations frequently occurrec
(FLETC Office of Chief Counsel, 2015). These programs also place considerabl
emphasison the contractmanagemenprocessand the importanceof investigatorsto
understandt in orderto effectively conductprocurementraud investigations(FLETC,
2015b). Although these additional training courses are not mandatory, they are
encouragedor agentsvho specializan procurementraud or haveaninterestin this area

(C.King, personacommunicationJuly 1, 2015).

Aside from the advancedtraining at FLETC, AFOSI also sought additiona
training through the Inspector General Academy and has consideredoffering the
Associationof Certified Fraud Examiners(ACFE) certification to a selectfew agent:
within OPF (C. King, personalcommunicationJuly 1, 2015). The ACFE credentialis
awardedo individualswho haveconsiderabldraining andexperiencan fraud detectior
anddeterrencaswell aspassa professionatertificationexam(ACFE, 2015).Currently
AFOSI hasapproximatelyl 7 agentsholding the CFE certification,althoughnot all those
agentsare currentlyassignedo a billet within OPF (C. King, personalcommunication
July1, 2015).

While advancedraining would enablean AFOSI agentto becomemore familiar
with procurementfraud schemesthe contract managemengprocess,and conducting
investigations,the advancedtraining is not required. Still, an agentis responsibleto
investigateallegationsof fraudulentactivity regardlessf the agenés level of training.

The investigative processfor procurementfraud is similar to that of other crimes;
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however fraud caseanbe the mostchallengingto investigate asultimately, agentsare
attemptingo find aRidocumentedied (HQ AFOSI/XRG, 2009, p. 25).

4, AFOSI ProcurementFraud Investigative Process

The 83 agentsin the AFOSI Office of Procurementraud (OPF) are assigne
throughout the 22 operating locations of OPF. These agents are responsible for
investigating procurementfraud within major central/systemsacquisitions (C. King,
personalcommunication,July 1, 2015). AFOSIG authority to investigateprocuremer
fraud stemsfrom the InspectorGeneralAct of 1978andincludesall fraud investigations
including theft/embezzlementpublic corruption, antitrust, false statements/claimsanc
manyothermatters(HQ AFOSI/XRG, 2009).AFOSI alsocoordinatedvith the Air Force
Air Staffin orderto identify the following investigativepriorities on which to focusits

efforts:

productsubstitutior

public corruption

bid rigging, antitrust, falsestatements/clain
pricemischarging

environmentatrimes

defectivepricing

= =/ =2 2 -4 - -2

other(HQ AFOSI/XRG,2015)

Despite having Air Staff priorities, AFOSI has limited resources, anc
investigationscan be extremelylengthy, making it impossibleto conducta substantic
investigationon every allegation (C. King, personalcommunication,July 1, 2015)
AFOSI tests each allegation and determinesif it meets the threshold for further
investigationand refers casesthat do not meetthe thresholdto properchannels(HQ
AFOSI/XRG,2009).

AFOSI agentsmanagehe economiccrime missionthrougha constantcycle (see
Figure 6). This cycle assistsagentsto identify vulnerabilities by conducting an

AEconomicCrime ThreatAssessmetandthendevelopa cooperativestrategywith the
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vulnerable organization(HQ AFOSI/XRG, 2015). Agents investigate allegationsthat
meet minimum thresholdsfor a substantiveinvestigation,and once the investigatior
reachesa logical conclusion, AFOSI refers the completed report to the servicing
prosecutor. Throughout the investigative process, agents ensure every possible
investigativestepis completed.This often requireswork with other externalagencies
such as audit agenciesand the AUSA (C. Collins, personalcommunication June 29,
2015).

Figure6. EconomicCrime ThreatAssessmerandldentificationCycle

Economic
Crime Threat
Assessment

(ECTA)

Economic

Investigations Crime Plan
Until Threat  J {ECP].
Mitigated Responsive  f
B to Threats 4

Conduct

Productive

Conduct A l{ Relationships
Target [ | with
Analysis /S \  Appropriate

Agencies

Source:Headquarterdiir Force Office of Special Investigations(HQ AFOSI/XRG).
(2015).ProcurementraudinvestigationgManual71i 122),p. 13. Quantico VA: AFOSI

Although agentsareconstantlyseekingfraudulentactivity, not everyinvestigative
stepleadsto criminal prosecutionAs aresult,it canbe difficult to measuresuccessvith
any objective metrics (C. King, personalcommunicationJuly 1, 2015). Accordingly,
AFOSI measuressuccessby evaluating investigative sufficiency and timeliness on
individual investigations. The overall procurementfraud program is measurec by
consideringthe number of recoveries,indictments, and convictions throughout all
investigationgHQ AFOSI/XRG,2009; C.King, personatcommunicationJuly 1, 2015).
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Since its activation in October 2013 until July 2015, AFOSI OPF has beer
responsiblefor the investigationof 191 allegationsof fraudulentactivity, during which
agentsidentified 362 criminal subjects.Upon the conclusionof theseinvestigations
AFOSIG efforts led to the recoveryof more than $790 million to the government(C.

King, personatommunicationJuly 1, 2015).

D. SUMMARY

This chapterprovideda backgroundn the procuremenenvironmeniof the DOD
andAir Forceandon the historyandevolutionof AFOSI asthe investigativeagencyfor
the Air Force.Additionally, this chapterpresentedhe training requirementsequiredfor
all AFOSI agentsas well as some advancedprocurementfraud investigationtraining
availablefor agents.This chapteridentified the investigativepriorities for AFOSI anda

simplified breakdowrof the AFOSIlinvestigationprocesgor economiccrimes.

To ensureauditability in the Air Force,agentsshouldbe competentot only in
procurementraud but alsowith the contractmanagemenprocess.The purposeof this
researchis to assessA F O S procsrementfraud a g e rkmow/lédgeof the contract
managemenfprocessand procurementfraud schemes,as well as to evaluatetheir
perceptionof knowledgein these areas The next chapter Chapte IV, present the

methodologysedin thisresearch.
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V. METHODOLOGY

A. INTRODUCTION

This chaptercovers the methodology usedin this research.Specifically, this
chapter discussesthe developmentof the assessmentool, the deploymentof the
assessmentool, and the method of analysis. The assessmentiool was composedof
guestionsrelated to the contract managemenprocessand major procurementfraud
schemeddiscussedn Chapterll to assessAir Force Office of Special Investigation
(AFOSI) procurementfraud agent® knowledge in those areas. Additionally, the
assessmentool assessedhe agent® perceptionsof their knowledge of the contract

managemerjirocess.

B. DEVELOPMENT OF THE ASSESSMENTTOOL

The purposeof this researchis to assessA F O S procsrementfraud a g e
knowledgeof the contractmanagemenprocessand procuremenfraud schemesaswell
asto evaluatetheir perceptionof knowledgein theseareas.This researchcontinuesa
researchstreamon fraud vulnerability and knowledgeassessmenif competentpeople
previouslyresearchedy Chang(2013) and Castillo and Flanigan(2014). This researc
study continuesthe researchon auditability, specifically, the focus of havingcompeter
people. Having competent people not only includes contracting officers beinc
knowledgeableof procuremenfraud schemesbut also procuremenfraud agentsbeinc
knowledgeableof the contractmanagemenprocess.The assessmertiool usedin this
researcltontaineda mixture ofknowledgebasedjuestiondor eachphaseof the contrac
managemenprocessandprocuremenfraud schemes tasses®\FOSI agent§knowledge
in theseareas.This researchalso includesLikert Scalequestionsto assesghe agent§
own perceptionsof their knowledgeof the contractmanagemenprocess,procuremer
fraud schemesand their ability to perform their jobs adequatelywith their knowledge
levelsin theseareas.The anonymousyoluntary surveywas deployedonline using the

Naval Postgraduat&chool(NPS)supported.imeSurvey wekbasedool.
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1. SourcesUsedto Develop Question:

The Federal Acquisition Regulation (FAR), National Contract Managemen
Associatior (NCMA) certification study guides, past research(Chang,2013), and the
researchesown experiencesvere all usedto developthe assessmentool. Changs
assessmertbol wasdevelopedisinginformationfrom the U.S. Agencyfor Internationa
Developmen{USAID), Office of the InspectorGeneralandthe Office of Investigatioris
Fraud IndicatorsHandbook(Chang,2013). Questionsusedfrom Changs surveyin this
assessmentool were relatedto procurementfraud. The Likert Scale questionswere
developedas a methodof assessingAFOSI procurementfraud agent$ perceptionsof
their knowledge of the phasesof the contract managementprocess and major

procurementraudschemes.

2. Developmentof Knowledge Questions

The knowledgequestionswere developedwith the goal of accuratelyassessin
eachparticipanés knowledgeof the contractmanagemenprocessand procuremenfraud
schemesSincethe goal of this researchs to assessAFOSI procurementraud agent§
knowledgeof contractmanagemenprocessthe knowledgequestionsin the assessme
tool were divided amongthe phasesof the contractmanagemenprocess.Somephase
wereweightedheavierwith morequestionghanothersbecausehereweremoretopicsto
cover within thosephasesAdditionally, eachsectioncontainedone questionrelatedto
procuremenfraud and one scenariebasedquestionrelatedto that particularphaseof the
contractmanagemenprocessA concertedeffort was madeto ensureparticipantscould
not easilylook up answergo the questionshowever,someanswersdrew directly from
regulationssuchasthe FAR and could be searchedPrior to deploymentof the survey,
survey question: were analyzec by subpct mattel experts for readability

understandabilityandclarity.

3. Developmentof PerceptionQuestions

In addition to generalknowledge questionsand demographicsquestions,the
surveyaskedparticipantssevenquestionsregardingtheir perceptionof how muchthey

knew about the phasesof the contract managemenprocessand procurementfraud
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schemego perform their fraud investigativeduties. Thesesurvey questionsuseda 5-
point Likert Scalewith possibleanswergangingfromfi st r ag g bptoi st r
di s a ). @articipantsassessedheir own knowledgelevel of the phasesof the

contractmanagemenmprocessandprocurementraud schemes.

4. Developmentof Demographic Questions

The demographicquestionswere designedto collect information about survey
participant® backgrounds Questionsconsistedof employmentcategory(i.e., military
officer, enlisted,or civilian), yearsof experienceasa credentialedAFOSI agent,yearsof
experienceworking in procurementfraud, and ACFE certified fraud examinerstatus
Thesequestionsenabledthe identification of specific patternsamongdifferent groupsof

surveyrespondents.

C. DEPLOYMENT OF THE ASSESSMENTTOOL

Prior to the deploymentof the survey,all appropriatenstitutional Review Boarc
(IRB) proceduresverefollowed. Upon IRB approval,the surveywasdeployedusingthe
NPS LimeSurveyweb-basedtool and disseminatedo AFOSI agentsassignedto the
AFOSI Office of ProcurementFraud (OPF) via an e-mail containingthe link to the
websitehostingthe survey.The surveywas availablefor six weeks.A follow-up e-mail
was senttwo weeksafter the startof the surveyto remindspecialagentsto completethe
surveyif theyhadnot doneso already.The populationsizefor this researcttonsistedf
the 83 agentswithin AFOSIG OPF.Agentsin the OPF consistof officers, enlisted,anc
civilian specialagentswith varyingbackgroundsindexperiencevithin AFOSIG mission
set(C. King, personacommunicationJuly 1, 2015).

D. ANALYSIS OF SURVEY RESPONSES

The data collected from the assessmentiool was analyzedin Microsoft Excel
using descriptive statistics. Questionswere analyzed by each demographicfor any
patternsor potentialrelationshipamongthe demographicsParticularattentionwasgiven
to the questionsthat were most missedamongthe surveyrespondentsas well as the

guestionswith the highestpercentagef correctanswersResultswereanalyzedfor each
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phaseof the contractmanagemenprocessand the participant® perceptionsThe results
were also comparedto the participant® demographicswhich included employmen
category, years of AFOSI experience,years of fraud investigative experience,anc
Association of Certified Fraud Examiners (ACFE) certification. Finally, the survey
respondents performanceon the knowledgebased questionswas comparedto their
perceptionof their knowledgeto identify any patternsand to determinethe level of

understandingf thecontractmanagememrocessandprocuremenfraud schemes.

E. SUMMARY

This chapterdiscussedhe developmentf the assessmertool, the deploymeniof
the assessmeribol, andthe methodof analysis.This assessmeribol was basedon the
survey used in Changs 2013 research,which assessedcontracting personnds
knowledgeof procurementraud schemegelatedto the contractmanagemenprocess
internal control components,and procurementfraud schemesand the contracting
p e r s o perceptionsa thoseareas.The purposeof this researchs to asses®\ F O S
procurementfraud a g e n knewiedge of the contract managementprocess anc
procuremenfraud schemesaswell asto evaluatetheir perceptionof knowledgein these
areas.This researchalsoevaluatesagentd perceptionof their knowledgeof eachof these
areas.The next chapter,ChapterV, presentghe findings, analysis,implicationsof this

researchandrecommendationsasedon this analysis.
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V.  FINDINGS, ANALYSIS, AND IMPLICATIONS

A. INTRODUCTION

This chapterpresentshe resultsof the assessmenh orderto identify Air Force
Office of Speciallnvestigationd AFOSI) procurementraud agent$ (hereaftereferredto
as agents)knowledgelevel of the contractmanagemenprocessand major procuremer
fraud schemesThis chapteralso presentghe a g e rpércepiios of their knowledgein
these areas. Results are grouped into three major areas: findings, analysis, anc
implications. Findingsinclude information on the deploymentof the assessmertbol as
well as an overview of the knowledgelevel of the researchparticipants.The analysit
providesa discussionof how employmentcategory,experiencen AFOSI, experience

investigatingorocurementfraud,andcertificationsaffected theagent§knowledgeevels.

This chapter also comparesa g e nattgabknowledge, as identified by the
assessmertbold Enowledgebasedquestionsto their perceivecknowledgeaccordingto
their responsego the perceptionquestions.Implications considerthe resultsfrom this
researchand compareit to the conclusionsfrom previousresearchin order to fully
establishthe overall implications to the U.S. Air Force and the AFOSI organizatior
Finally, based on the results and implications, recommendationsare provided to
strengthen AFOSI procurementfraud a g e nknosvi@dge as a componentof the

auditabilitytriangle.

B. FINDINGS

On July29, 2015,the assessmertibol wasdeployed orLimeSurveyandane-malil
wassentto the 83 agentsassignedo procuremenfraud units (PFUs)throughoutAFOSI.
The assessmeribol wasavailablefor approximatelysix weeksand closedon Septembe
8, 2015.0ut of the total population,59 participantsopenedthe assessmeribol but only
45 respondentscompleted the entire assessmentOne respondentcompleted the
knowledgeportion of the assessmenand terminatedhis or her participation prior to
answeringhe demographi@andperceptionquestionsFindingson the knowledgeportion

of the assessmertbol were basedon all 46 respondentsesultingin a responseate of
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55.42 percent, while the demographicand perceptionquestionswere basedon 45
respondentgesultingaresponseateof 54.22percent.

An initial review of the overall resultsof all of the knowledgebasedquestion
resultedin an averageoverall scoreof 61 percentamongall respondentsThe highes
overalli ndi v iscbne wds 8% percentwith the lowest being 33 percent. Wher
evaluatedby question category, agentsgenerally had the most knowledge about the
solicitationphase(Phase3) of the contractmanagemenprocesswith anaveragescoreof
87 percent(Figure 7). Conversely,agentshad the leastamountof knowledgeaboutthe
solicitationplanningphasgPhase?) of the contractmanagemenprocesswith anaverag:
scoreof 32 percent(Figure 7). A g e nkhosviédgeof procuremenfraud was evaluate:
separatelyusing specific questionson procuremenftraud schemesoccurringwithin the
contract managemenfrocess.Agents achievedan averagescore of 75 percenton
procuremenfraud schemequestiongFigure7). Figure 7 showsa breakdownof average

overallscoresy knowledgequestioncategory.

Figure7. Average OveralScoresy KnowledgeQuestionCategory
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C. ANALYSIS
1. Analysis by Employment Category

Out of the 45 responseseceivedfor the demographiacuestionsh3 percentof the
respondentsverecivilian agents.11 percentwere military officer agents,and 36 percen
were enlisted agents.Figure 8 showsa visual depiction of the researchr e s p 0 |
averageoverall score by employmentcategory. Among the employmentcategories
civilian agentshad the highestoverall scoreson the assessmenwith an averageof 67
percent(Figure 9). Officer agentsscoredan averageof 56 percent,and enlistedagents

scoredanaverageof 54 percent(Figure9).

Figure8. ResearchParticipantdy EmploymentCategory

Civilian
53%
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Figure9. Average OveralScoreshy EmploymentCategory
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a. Civilian Agents

Out of the three employmentcategoriesgivilian agentshad the highestoverall
scoreson the assessmenCivilian agentsalso madeup the most experiencedcategorn
both with regardto time in AFOSI as well as time investigatingprocurementfraud.
Additionally, 42 percentof civilian agentspossessethe Certified FraudExaminer(CFE)
credential from the Association of Certified Fraud Examiners (ACFE). Regardint
experiencan AFOSI, the majority of the civilian respondents?29 percent,indicatedthat
theyhad6-10 yearsof experiencen AFOSI (Figure 10).Converselythe lowestrespons
rate for civilian respondents?1 percent,indicatedthat they had more than 20 yearsof
experiencein AFOSI (Figure 10). No civilian respondentshad less than 3 years of
experiencein AFOSI. Figure 10 provides a graphical representatiorof the AFOSI

experiencdevels forcivilian agents.
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Figure10. Civilian Agent®Experiencen AFOSI
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Additionally, when askedaboutexperiencanvestigatingprocurementraud, the
majority of the civilian respondents50 percent,indicatedthat they had 3-5 years of
experiencanvestigatingprocurementraud (Figure 11). Converselythe lowestrespons
rate for civilian respondents8 percent,indicatedthat they had 0-2 yearsof experience
investigatingprocurementraud (Figure 11). No civilian respondentsiad more than 20
years of experienceinvestigatingprocurementfraud. Figure 11 providesa graphica

representatioof civilian a g e expeyiénce investigatingrocuremenfraud.

Figurell. Civilian AgentsExperiencdnvestigatingProcuremenEraud
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Civilian agentsscoredan averageof 67 percenton the assessmeraverall (Figure
12). Scoresfor knowledgebasedquestionswere brokendown by phaseof the contrac
managemenprocessand a separatescorefor procurementraud questionsBasedon the
resultsof the assessmentjvilian agentswere mostknowledgeableboutthe solicitatior
phase(Phasel) of the contractmanagemenprocesswith anaveragescoreof 88 percen
on this phase(Figure 12). The lowest scoreswere in the solicitation planning phast
(Phase2), with an averagescore of 36 percent (Figure 12). Among the question
pertainingto procurementfraud, civilian agentshad an averagescore of 75 percent
Figure12 showsthe averagepercentag®f correctanswerdor the phasef the contract

managemerprocessandfor the procuremenfraudquestions.

Figurel2. Civilian Agents:AverageScoredor KnowledgeBasedQuestion:
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b. Officer Agents

Officer agentsmadeup the smallestcategoryin the sampleandscoredan averag:
overallscoreof 56 percent on th&nowledgebasedjuestiongFigure9). Additionally, 20
percentof the officer agentspossessethe Certified Fraud Examiner (CFE) credentia
from the ACFE. Regardingexperiencan AFOSI, 40 percentof the officer respondent
indicatedthattheyhad6-10 yearsof experiencen AFOSI, andanother40 percentof the
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officer respondentfdicatedthattheyhad0-2 yearsof experiencen AFOSI (Figure13).
Conversely the lowest responserate for officer respondents20 percent,indicatedthat
theyhad11-20 yearsof experiencen AFOSI (Figure13). No officer respondentsad3-5
yearsof experiencan AFOSI or morethan20 yearsof experiencan AFOSI. Figure13

providesa graphicalrepresentationf the AFOSI experiencdevels forofficer agents.

Figure1l3. Military Officer AgentsExperiencan AFOSI

11-20years
20%

Additionally, when askedaboutexperiencanvestigatingprocurementraud, the
majority of the officer respondentsg0 percent,indicated that they had 3-5 years of
experiencanvestigatingprocuremenfraud (Figure 14). Converselythe lowestrespons
rate for officer respondents40 percent,indicatedthat they had 0-2 yearsof experienc
investigatingprocurementfraud (Figure 14). No officer respondent$ad more than 5
years of experienceinvestigatingprocurementfraud. Figure 14 providesa graphical

representatioof officera g e eXperiéncenvestigatingorocuremenfraud.
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Figurel4. Military Officer AgentsExperiencdnvestigating Procureme
Fraud

Military officer agentsscoredan averageof 56 percenton the assessmeraverall
(Figure 15). Scoresfor knowledgebasedquestionswere broken down by phaseof the
contractmanagemenprocessand a separatescore for procurementfraud questions
Basedon the resultsof the assessmengfficer agentsveremostknowledgeabl@boutthe
contractcloseout/terminatiophase(Phaseb) of the contractmanagemenprocesswith
anaveragescoreof 70 percenton this phasg(Figure15). However,similar to the civilian
agentspfficer agentsalsoscoredowestin the solicitationplanningphasg(Phase?), with
an averagescore of 27 percent (Figure 15). Among the questions pertaining to
procuremenfraud, officer agentshad an averagescoreof 77 percent.Figure 15 shows
the averagepercentageof correctanswersfor the phasesof the contractmanagemer

processandfor the procuremenfraud questions.
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Figurel5. Officer Agents:AverageScoredor KnowledgeBasedQuestion:
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C. Enlisted Agents

Enlistedagentsscoredan averageoverall scoreof 54 percenton the knowledge
basedquestiongFigure 9). Additionally, 13 percentof the enlistedagentspossessethe
CFE credentialfrom the ACFE. Regardingexperiencein AFOSI, the majority of the
enlisted respondents50 percent,indicated that they had 3-5 years of experiencean
AFOSI (Figure 16). Conversely,the lowest responserate for enlisted respondent
6 percentjndicatedthattheyhad0-2 yearsof experiencen AFOSI (Figure 16). Noneof
the enlistedrespondentdiad more than 10 yearsof experiencein AFOSI. Figure 16

providesa graphicalrepresentationf the AFOSI experiencdevels forenlistedagents.
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Figurel6. Military EnlistedAgentsExperiencen AFOSI

Additionally, when askedaboutexperiencanvestigatingprocurementraud, the
majority of the enlistedrespondents81 percent,indicatedthat they had 0-2 yearsof
experiencanvestigatingprocurementraud (Figure 17). Converselythe lowestrespons
ratefor enlistedrespondentst percent,indicatedthat they had6-10 yearsof experienc
investigatingprocurementraud (Figure 17). No enlistedrespondentfiad more than 10
years of experienceinvestigatingprocurementfraud. Figure 17 providesa graphical

representatioof enlisteda g e eXperiénce investigatingrocurementraud.

Figurel7. Military EnlistedAgentsExperiencdnvestigating Procureme
Fraud
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Military enlistedagentsscoredan averageof 54 percenton the assessmertdverall
(Figure 18). Enlisted agents also generally had the least amount of investigative
experienceéboth with AFOSI aswell aswith investigatingprocurementraud. Scoresfor
knowledgebasedquestionswere broken down by phaseof the contractmanagemei
processanda separatescorefor procuremenfraud questionsBasedon the resultsof the
assessmengnlistedagentsweremostknowledgeabl@aboutthe solicitationphase(Phase
3) of the contractmanagemenprocesswith an averagescoreof 94 percenton this phast
(Figure 18). Like boththe civilian andofficer agentsenlistedagentsscoredthe lowestin
the solicitation planning phase(Phase2) of the contractmanagemenprocesswith an
averagescoreof 25 percent(Figure18). Among the questiongpertainingto procuremer
fraud, enlistedagentshad an averagescoreof 75 percent.Figure 18 showsthe averag:
percentag®f correctanswerdor the phase®f the contractmanagemenprocessandfor

the procuremenfraud questions.

Figurel8. EnlistedAgents:AverageScoredor KnowledgeBasedQuestions
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2. Analysis According to Experiencewith AFOSI

In orderto determineexperiencevith AFOSI, agentgarticipatingin this researct

wereaskedto providethe numberof yearsof experienceahattheyhadasa credentialec
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AFOSI specialagentafter graduatingrom the FederalLaw Enforcementraining center
(FLETC) or postFLETC. Respondentiadthe option to choosieom thefollowing:

a.0r 2 years

b.3i 5 years

C.6i 10years

d. 11i 20years

e.20+years

Selectionfi a(b-2 years)waslisted asan option becausanew AFOSI agentsare
typically servingin a probationarystatusfor the first 18 monthsaftergraduatingrom the
Basic Special Investigations Course (BSIC) at FLETC. This category (0-2 years
permittedthe identification of agentsthat were relatively new to AFOSI and still on or
had recently completedprobationarytime. It also permitted an understandingof the
amountof knowledgeagentshad uponcompletionof the initial AFOSI training. Out of
the 45 respondentghe majority of respondents36 percenthad6-10 yearsof experienc
with AFOSI (Figure 19). The categorywith the least individuals was 0-2 years of
experiencewhich included 7 percentof the respondentsFigure 19 providesa visual
representationf theinvestigativeexperiencef AFOSI specialagentghatparticipatedn

thisresearch.

Figurel9. AgentExperiencen AFOSI
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Resultsof the assessmenhdicatedthat the more experiencean agenthad with
AFQOSI, the higherthe averageoverall scoreon the knowledgebasedquestions Agents
with 0-2 yearsof experiencavith AFOSI achievedanaverageoverallscoreof 48 percen
(Figure 20). The averageoverall scoreincreasedo 57 percentfor agentswith 3-5 years
of experience.The averageoverall score for agentswith 6-10 years of experienc
increasedo 64 percentandthe averageoverall scorepeakedor agentswith 11-20 years
of experiencewith an averagescoreof 65 percent(Figure 20). While atrendindicateda
relationship betweenscoresand experiencethe averageoverall score of agentswith
morethan 20 yearsof experiencalecreasedio 64 percent.Figure 20 showsthe average

scorenf agentdy experience category.

Figure20. Average OveralBcoresAccordingto Experiencen AFOSI
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With the exceptionof agentswith 0-2 yearsof experiencevith AFOSI, a patterr
developed indicating that agentswere generally most knowledgeable about the
solicitation phase (Phase3) of the contract managementprocess.Collectively, the
averageoverall scorefor all agentswas 87 percenton the solicitation phase(Figure 7).
However,if agentswith 0-2 yearsof experienceare excluded the averageoverall score
for knowledgequestionspertainingto the solicitation phaseincreasesto 91 percen
amongthe remaining categoriesof experience.Conversely,agentswith 0-2 years of

experience scordthe lowest in thaolicitationphasewith anaveragescoreof 33 percent
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The second phase in which agents scored the highest was the contrac
closeout/terminatiorphase(Phase6). Collectively, the averageoverall score for all
agentswas 72 percenton the contractcloseout/terminatiorphase.However, if agent:
with 0-2 yearsof experienceare excluded,the averageoverall score for knowledge
guestionspertainingto the contractcloseout/terminatiorphaseincreaseso 74 percen
amongthe remaining categoriesof experience.Conversely,agentswith 0-2 years of
experiencein AFOSI achievedtheir highest averageoverall score in the contrac
closeout/terminatiophaseof the contractmanagemenprocesswith an averageoverall

scoreof 50 percent.

Finally, collectively, the average overall scorewas the loweston knowledge
guestions pertaining to the solicitation planning phase (Phase 2) of the contrac
managemenprocesswith an averageoverall scoreof 32 percent(Figure7). However,if
agents with 0-2 years of experienceare excluded, the average overall score for
knowledgequestiongertainingto the solicitation planningphasedecreaseto 30 percen
amongthe remainingcategoriesof experiencelt shouldbe notedthat agentswith 0-2
years of experiencein AFOSI achievedan averageoverall score of 44 percenton
knowledge questions pertaining to the solicitation planning phase of the contract

managemerjirocess.

Despitean increasingtrend of scoreson knowledgebasedquestionsabout the
contractmanagemenprocess,averageoverall scorespertainingto procurementfraud
schemedlid not seemto be affectedby the numberof yearsof experiencean agenthac
within AFOSI. The averageoverall scoresamong all agentsfor procurementfraud
guestionswas 75 percent;however,the averagescorebetweeneachof the experienc
categoriesonly varied by 10-points. Agentswith 0-2 year® time in AFOSI scoredan
averageof 72 percenton procuremenftraud questionshowever,scoresdecreasedo an
averageof 70 percentfor agentswith 3-5 yearsof experiencgFigure21). Agentswith 6-
10 yearsand agentswith morethan20 yearsof experienceboth scoredan averageof 80
percenton knowledge questionspertainingto procurementfraud schemesFigure 21

shows the average scores on procurementfraud questions according to AFOSI
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experience.Appendix A shows the averagescoresfor each categoryof experience

accordingo questiortype.

Figure2l. Average Scoresn Procuremerftraudby Experiencan AFOSI
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3. Analysis According to Experiencelnvestigating Procurement Fraud

In orderto determineexperiencdanvestigatingprocuremenfraud, AFOSI agent:
thatparticipatedn this researctwere askedto providethe numberof yearsof experienc
theyhadinvestigatingprocuremenfraud. Respondentiadthe optionto choosefrom the
following:

a.0-2 years

b. 3-5 years

C.6-10years

d. 11-20years

e.20+years

Similar to the questionregardingthe numberof yearsof experiencavith AFOSI,
selectionii a(0-2 years)waslisted asanoption becausenew AFOSI agentsaretypically
servingin a probationarystatusfor the first 18 monthsafter graduatingfrom BSIC at
FLETC. When comparedto agent experiencein AFOSI, this category (0-2 years)
allowedfor analysisto determinewhich agentswererelativelynewto AFOSIandstill on

or had recently completedprobationarytime, as well as were new to investigating
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procurementraud. Out of the 45 respondents/6 percentof the respondentéadfive or
lessyearsof experiencanvestigatingprocuremenfraud. Agentswith 0-2 yearsmadeup
38 percentof the sample,andagentswith 3-5 yearsmadeup another38 percent(Figure
22). None of the agentsthat participatedin this researchhad more than 20 years of
experiencanvestigatingprocuremenfraud, and only 11 percentof the agentshad more
than10 yearsof experienceFigure22, providesa visual representationf the experience

of AFOSI agentsnvestigatingorocurementraud.

Figure22. AFOSIAgent Experiencénvestigating®ProcuremenEraud

Agentswith 0-2 yearsof experiencenvestigatingprocuremenfraud achievedan
averageoverall scoreof 54 percent(Figure 23). Scoreswere highestamongagentswith
3-5 yearsand 6-10 yearsof experiencawith eachgroupscoringan averageoverall score
of 66 percent(Figure 23). From there,despiteagentsgainingexperienceaverageoverall
scoresdecreaseglightly to 64 percentfor agentswith 11-20 yearsof experienceFigure

23 shows thaverage overacoresasedn procuremenfraudinvestigativeexperience
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Figure23. Average OveralScoreshasedn Experiencdnvestigating

ProcuremenEraud
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Similar to the experiencein AFOSI category, agents were generally most
knowledgeableboutthe solicitationphase(Phase3) of the contractmanagemenproces
with an averageoverall score of 87 percent(Figure 7). Agents with 0-2 years of
experiencanvestigatingprocuremenfraud scoredan averageoverall scoreof 71 percen
in the solicitationphaselt shouldbe notedthatif the 0-2 yearcategoryis excludedthe
averageoverallscorein thesolicitationphases 96 percentfor agentsvith more thartwo

yearsof experience investigatingrocurementraud.

The phase in which agents scored the second highest was the contrac
closeout/terminatiorphase(Phase6) with an averageoverall scoreof 72 percent.In
contrastall agentsyegardles®of the level of procurementraud investigativeexperience
generally scored the lowest on knowledge questions pertaining to the solicitatior
planningphasgPhase 2pf the contractmanagemenprocesswith anaveragescoreof 31
percent.This indicatesa generallack of knowledgeor understandingn the solicitation

planningphase.

The averageoverall scoreon the procurementfraud schemequestionswas 75
percent.Scorespertainingto procurementraud were highestamongagentswith 11-20
yearsof experiencanvestigatingprocurementraud with an averageoverall scoreof 80

percent(Figure 24). Scoresfor agentswith five or lessyearsof experiencaenvestigating
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procurementfraud was 75 percent(Figure 24). The lowest scoreswere amongagent:
with 6-10 yearsof experiencanvestigatingprocurementraud, with an averageoverall
scoreof 69 percenton knowledgequestionspertainingto procurementraud scheme:
Figure 24 showsthe averageoverall scoreson procuremenfraud questionsaccordingto
agentexperiencanvestigatingprocuremenfraud. Appendix B showsthe averagescore:

for eachcategoryof procurementraud investigativeexperienceaccordingto question

type.

Figure24. Average Scoresn ProcuremerfraudQuestiondasecbon
Experiencdnvestigating Procuremeftraud
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4. Analysis for Agentswith Certified Fraud Examiner Credential

Out of the 45 agentsthat completedthe demographiqquestions29 percentwere
credentialedy the ACFE.OnaverageCFE agentscoredl4 percenthigher onthe entire
assessmenthan agents without the credential. CFEs scored 17 percent higher on
knowledgequestionsrelating to the phasesof the contractmanagemenprocessand 8
percenthigheron knowledgequestionsrelatedto procurementfraud schemesFigure 25
showsa comparisorof scoresbetweeragentswith the CFE credentialandagentswithout
the credential. Agentswith the CFE credentialscoredhigherin eachof the knowledge
basedyuestioncategorieshanagentswithout the credential However,like othergroups

agentswith the CFE credentialalsoscoredthe loweston knowledgequestiongelatingto
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the solicitation planning phase(Phase2) of the contractmanagemenprocesswith an
averageoverall scoreof 46 percent.Additionally, CFEs scoredhigheston knowledge
guestionsabout the solicitation phasewith 100 percentcorrect. Appendix C showsa
comparisorof knowledgelevelson eachof the categorie®f questionson theassessmer

tool betweeragents with th€FE credentialindagentswithout the credential.

Figure25. Average OveralScoredor AgentsWith andAgentsWithoutthe

CFECredential
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5. Perception

The assessmentool consisted of eight perceptiorbased questions These
guestions asked participantsto rate each statementon a five-point Likert Scale
Participantavereableto selectbetweerthefollowing:

5. Stronglyagree

. Agree
. Neutral

4
3

2. Disagree
1. Stronglydisagret
0

. 1 d o rkidotv

Eachof the answerscorrespondedio a numbervaluethat was usedto determine
the perceptionmean of the respondentsii St r cangg | ewes dated as five points,
i a g ragfeuppoints,i n e u wasthreepoints,i d i s awpstwogants,n s t r
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